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About me – Klaus Gebeshuber
» Study of Electronic Engineering / Computer Science
» Industrial Software Development / Warehouse Logistics

» Lectures @ FH JOANNEUM
» Network Technologies
» IT-Security
» Ethical Hacking
» Network Security

» Research Activities
» Industrial Penetration Testing
» Wireless Security
» 0day hunting

» Industrial Certifications
» OSCP, OSCE, CISSP, OSWP, CCNA, eCPPT, CSM, eMAPT
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AGENDA

» Bedrohungen

» Angriffsmethoden

» Schutzmaßnahmen

» Pentest Erfahrungen

» Informationssammlung

» Neue Technologien

» Planspiel

October 16, 20233

https://pixabay.com/
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Why IT – Security?

» Global networking of systems

» High degree of automation

» Data is needed, generated and 

exchanged everywhere

» That has to happen on safe and 

secure way

» Your company know-how must be 

protected!

October 16, 20234

https://pixabay.com/
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Cyberattacks in Austria

October 16, 20235 https://konbriefing.com/de-topics/cyber-angriffe-2022-cny-oesterreich.html
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Cyberattacks in Austria

October 16, 20236 https://konbriefing.com/de-topics/cyber-angriffe-2022-cny-oesterreich.html
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https://livethreatmap.radware.com/
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Large Scale Attacks

October 16, 20239
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FireEye / Solar Winds

October 16, 202310

18.000 Customer
Cisco
Microsoft
Intel
Nvidia, 
VMWare
AT&T, 
Malwarebytes
Crowdstrike, 
FireEye,…



HAFNIUM - Microsoft Exchange 

11 https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/Vorfaelle/Exchange-Schwachstellen-2021/MSExchange_Schwachstelle_Detektion_Reaktion.pdf?__blob=publicationFile&v=6
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/



HAFNIUM - Microsoft Exchange 

12
https://krebsonsecurity.com/2021/03/a-basic-timeline-of-the-exchange-mass-hack/
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Kaseya – Supply Chain Ransomware

» Remote Monitoring & 

Management Software

» Zero-Day Vulnerability in 

Vulnerability Disclosure Process

used

» Revil Ransomware

» > 1 Million systems infected

» Overall 70 Mill $ ransom

13

https://www.kaseya.com/products/vsa/
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Log4J – Log4Shell

14

https://www.prplbx.com/static/1dca18
fdbead9a7930cfd47e70448ca7/b8471
/log4j-vulnerability-exploitation-
illustration-cve-2021-44228-.png
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Who are the enemies?

» Script Kiddies

» A lot of hacking tools available

» Hacking just for fun

» Can cause great damage

» Are not aware of any 

consequences

October 16, 202315

http://catholictechtalk.com/2013/04/08/script-kiddies-and-the-complacency-of-open-source/
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Who are the enemies?

» Hacktivists

» Loose organized groups

» Often politically motivated

» Website defacement

» Distributed Denial of Service 

» Anonymous,…

October 16, 202316

http://www.digitaltrends.com/computing/fbi-arrests-anonymous-and-lulzsec-suspects/
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Who are the enemies?

» Employees

» Hacking just for fun

» Search for interesting internal 

information

» Usually only a few protective 

mechanisms

» Inside the security perimeter

» Stay unrecognized for a long time

October 16, 202317

https://pixabay.com/
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Who are the enemies?

» Former Employees

» Angry people

» Sometimes passwords are still 

valid…

» Access to network devices

» Detailed knowledge of internal 

processes

October 16, 202318

https://pixabay.com/
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Who are the enemies?

» Military, Intelligence, 

Governments

» Espionage (economic)

» Cyber War

» Enormous budget

October 16, 2023 Title of presentation19

http://www.frontpagemag.com/2013/arnold-ahlert/china-weaponizes-cyberspace/
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Who are the enemies?

» Competitors

» Espionage

» Damage

» Denial of Service

October 16, 202320

https://pixabay.com/
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Who are the enemies?

» Organized crime

» Data theft

» Ransom

» Spam

» DOS

» Botnets

October 16, 202321

http://www.khabar.com/magazine/moneywise/what_i_would_do_if_i_win_the_lottery-a_financial_planners_perspective.aspx
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Attacks often remain unrecognized for long time

» Attack detection

» Easy if you see it immediately

» Hard to “see” on IT-Systems

» 150 days on average!

October 16, 2023 Title of presentation22
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Ransomware

October 16, 202323
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Toll Group - Ransomware

October 16, 202324 https://twitter.com/Toll_Group/status/1224265326096863232

40.000 Employees
50 Countries

February: MailTo
May: Netfilim

220GB data stolen
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Garmin - Ransomware

October 16, 202325 https://www.garmin.com/en-US/newsroom/press-release/uncategorized/2020-garmin-issues-statement-on-recent-outage/

10Mio$ ransom - payed??
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Should we pay the ransom?

October 16, 202326 https://www.cybereason.com/hubfs/dam/collateral/reports/Ransomware-The-True-Cost-to-Business-2022.pdf
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Colonial Pipeline US - Ransomware

» DarkSide Ransomware (RU)

» Initial Attack – Reused VPN 

Password

» Data Exfiltration & Encryption

» Ransom: 

- 75 Bitcoins paid – 4,4Mio$

- 63,7 Bitcoins recovered – 2,4Mio$

27

https://en.wikipedia.org/wiki/Colonial_Pipeline_cyber_attack

October 16, 2023
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Description

Pressure

Payment
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Kill Switch

Payment Encrypting 
Stuff

Spreading

Settle down

https://www.endgame.com/blog/wcrywanacry-ransomware-technical-analysis
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https://de.sputniknews.com/panorama/20170628316360307-warum-das-neue-virus-gefaehrlicher-als-seine-vorgaenger-ist/

https://www.heise.de/security/meldung/Petya-Attacke-oder-NotPetya-Erstes-Angriffsziel-offenbar-in-der-Ukraine-3757496.html
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https://www.youtube.com/watch?v=wQ8HIjkEe9o

MeDoc-NotPetya

4000 Server
45000 Client Systems
2500 Programs



Aktuelles
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https://www.youtube.com/watch?v=S-ZlVuM0we0
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https://twitter.com/CryptoInsane/status/1134727041826377729/photo/1
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Initial infection

October 16, 202336

INTERNET

FIREWALL

VICTIM

ATTACKER

1

2
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Ransomware – Protections

» Keep systems up to date, install security updates

» Regular data backup

» Store backup data offline at a different location

» Be careful
» Emails with attachments

» Emails with embedded links

» Links on web pages

» Downloads from unknown sources

October 16, 202338
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Phishing, Spear Phishing

October 16, 202339
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https://www.edts.com/edts-blog/15-examples-of-phishing-emails-from-2016-2017



41 https://www.phishing.org/phishing-examples
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Phishing Mails

http://villa-caric-hvar.com/nolp_dhl_de

DHL Transport-Team <apoio@sotelnet.com.br>

apoio@sotelnet.com.br
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SMS Phishing

https://www.post.at/co/c/gefahren-im-internet#1394339386
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Phishing Mails –E-Mail from myself?
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WhatsApp Phishing

https://www.welivesecurity.com/wp-content/uploads/2018/06/whatsapp-msg.jpg
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Homographic Phishing
» Spoofing with similar looking charackters lI,O0,d cl,…

» www.google.com www.g00gle.com

» WWW.GOOGLE.COMWWW.G00GLE.COM

» www.dhl.com www.clhl.com

» Unicode U+0430 (cyrillic „a“)  latin „a“

» Punycode – Unicode with limited ASCII chars

48 https://www.xudongz.com/blog/2017/idn-phishing/

https://www.xn--80ak6aa92e.com/
https://www.punycoder.com/
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WhatsApp Phishing

www.billa.at vs. www.billa.at-geschenk.club
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https://www.phishing.org/phishing-examples



» Client side attac

51

Whatsapp Phishing – Full system takeover

https://www.theguardian.com/technology/2020/jan/21/amazon-boss-
jeff-bezoss-phone-hacked-by-saudi-crown-prince
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Phishing – Click on a malicious link

October 16, 202352
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Infected Web sites
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Social engineering

October 16, 202356
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CEO Fraud

» Deception of employees

» Exploitation of the authority 

relationship

» 2016 – FACC 52 Mio Eur

57

http://blog.tempest.com.br/static/attachments/joao-paulo-campello/increase-in-ceo-fraud-attacks-highlights-risks-to-corporate-envs/1.png
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https://www.youtube.com/watch?v=opRMrEfAIiI

Just asking for passwords
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Just asking for passwords
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Tailgating - Piggybacking

https://www.youtube.com/watch?v=jksOir0WGM8
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Hidden network devices

» One minute access to a room 

needed

» Battery powered

» Calling home devices

October 16, 202361

PwnPlug –Network Attack Device
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USB devices

October 16, 202362



| |

USB devices
» Very cheap devices

» Placed in front of the 

door

» Scattered in the parking 

lot

» Placed in the toilet

» Sent as gift

» …

October 16, 202363

© Thomas Hackner BreakinIn Security Forum Hagenberg

Excel with Macros

CV.pdf.exe
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USB devices
» Special USB devices

» Acts as a keyboard

» Can type everything

» Cheap device

October 16, 202364

© Thomas Hackner BreakinIn Security Forum Hagenberg
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Bad USB Devices

October 16, 202365
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Denial of service

October 16, 202367



Denial of Service (DOS) als Service

68
Project work BotNets Martin Pojer, FH JOANNEUM
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Passwords

October 16, 202369
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Password protection

» Most commonly used passwords
» 123456
» 12345
» 123456789
» password
» iloveyou
» abc123
» qwerty
» names, pets name, company 

terms, date of birth,…

October 16, 202370

https://pixabay.com/
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Password complexity

» Time to crack your password

» (06) Easter 4 seconds

» (07) Easter2 14 minutes

» (08) Easter20 15 hours

» (09) Easter201 39 

days

» (10) Easter2019 6 years

» (10) easter2019 10 days

» (11) Easter20191 412 years

» (11) Easter2019& 4000 years

October 16, 202371

https://pixabay.com/
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Password cracking

» hashcat – GPU cracker

» 500 Mrd. MD5 hashes/s

» Wordlists

» Rules

» Masks

» Brute force

» Rainbow tables

» Cloud services

» Password spraying – Summer2024

October 16, 202372



| |

Default Password Lists

» Change manufacturer passwords

» WiFi – Change SSID + Password

» z.B. 

» SSID: 3WebCube0a83 

» Pass: 3WebCube8a93

» 65536 Tries

October 16, 202373

https://pixabay.com/

https://github.com/danielmiessler/SecLists/blob/master/Passwords/Default-Credentials/default-passwords.csv
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Password reuse

» Use of the same password many 
times on different platforms

» Company
» Private eMail account
» Use of an easy to guess password 

scheme
» Secu3e_mail
» Secu3e_private
» Password spraying
» Wintern2024, Summer2024,…

October 16, 2023 Title of presentation74

https://pixabay.com/



https://haveibeenpwned.com/
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Data breaches – check your password
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Data breaches – check your password



» Small / capital letters

» Numbers

» Special characters

» No common words

» Whole sentences

» My car has four wheels and a star

» Mch4waa*

77

How to create a strong password (and remember 
it)

https://www.howtogeek.com/195430/how-to-create-a-strong-password-and-remember-it/

October 16, 2023
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How to create a strong password (and remember it)

» Passwort Manager

» KeePass

» BitWarden

» LastPass

» 1Password

» ...

October 16, 202378
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Politician unlocking his computer

79 https://imgur.com/gallery/B0lY8lAOctober 16, 2023
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How to create a strong password (and remember it)

» Current recommendations (NIST)

» Use a whole sentence instead of 

single cryptic letters

» E.g. “correct horse battery staple”

80

https://xkcd.com/936/

October 16, 2023
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2 Factor authentication

https://de.wikipedia.org/wiki/Google_Authenticator

http://askubuntu.com/questions/193248/google-authenticator-for-desktop-lightdm-or-gdm-plugin
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Mobile devices

October 16, 202382
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Mobile devices, alternative app sources

» Download apps from non official 

stores

» Can you trust them?

» What can really happen?

83

https://play.google.com/store?hl=en

http://www.onepf.org/appstores/

https://pixabay.com/

October 16, 
2023



| |

Installation – just allow unknown sources

84
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Installation completed

» Read / Write text messages

» Read contacts

» Read phonebook

» Take phone calls

» Use the camera

» Use the microphone

» Steal data

» …

85
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How to protect myself?

» Anti virus protection

» Firewalls + rules (in/out)

» Patch management (security updates)

» Password policy

» Data backup

» Offline storage of backup data

» Regular security checks

» Healthy mistrust

October 16, 202386



Vielen Dank!


