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Agenda

• Terminology

• Prerequisites

• Pen testing Frameworks

• Information Gathering (OSINT)

• LazySysAdmin
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Terminology
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Terminology

• Penetration Testing 

• Vulnerability Scanning

• Blue/Red/Purple Teaming

• Threat Hunting
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Pentesting
• Typically, an isolated activity

• Testing a specified environment, product, 
data security, service or security awareness of 
employees

• Target can highly differ
• Find low hanging fruits
• Test defense strategies/procedures
• Verify Managed Security Service Providers (MSSP) 

performance
• …

https://www.scnsoft.com/services/security/penetration-testing
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Vulnerability Scanning

• Used to identify 
vulnerabilities in 
• Used software versions
• Configurations

• Typically done automated 
and on a regular basis

• Many products 
• Nessus
• Qualys
• ….

https://www.qualys.com/apps/vulnerability-management-detection-response/

https://www.infoguard.ch/en/partners/tenable-network-security-vulnerability-management
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Red/Blue/Purple Teaming

• Idea emerged in the 1960s

• Cold war simulations
• Blue Team = United States

• Red Team = Soviet Union

• Cyber Security Tabletop Exercises
• Red Team = Attacker

• Blue Team = Defender

• Purple Team = somewhere in between

(https://www.nytimes.com/2018/10/15/business/ibm-takes-cybersecurity-training-on-the-road.html) 

(https://www.computerworld.ch/security/studie/ransomware-angriffe-lieferketten-2743756.html) 
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Locked Shields 2024

• Red Team – Blue Team 
exercise, war game

• NATO Cooperative Cyber 
Defense Centre of 
Excellence (CCDCOE)

• >4000 security experts, 40 
nations

• https://www.youtube.com/
watch?v=NDk8alXnMlc 

https://www.youtube.com/watch?v=NDk8alXnMlc
https://www.youtube.com/watch?v=NDk8alXnMlc
https://www.youtube.com/watch?v=NDk8alXnMlc


APPLIED COMPUTER SCIENCES

12.11.2025 10Gebeshuber/Temel

Threat Hunting

• Trying to identify new/unknown 
attacks

• Looking for Indicators of 
Compromise (IoCs)

• IoCs can be classified using the 
“Pyramid of Pain”

• Security Operations Center (SOC)
• 80% can of threats can be handled
• 20% => high complex or unknown 

attacks

• Average time to identify a security 
breach => 280 days!

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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Pentesting Prerequisites
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Pentesting Prerequisites

• Legal 
• Permission to Attack

• Infrastructure & Tools 
• Public IP 

• Cloud environment

• Toolset & Hardware

• ….
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Permission to Attack (PTA)

• Giving legal permission to test the defined targets

• Must be signed before any active actions are started

• Should define
• Scope (Hosts, Networks, Services, Domains,..)
• Time frame
• Excluded Systems/Techniques
• Contact information during the test
• Expected outcome
• Attack vectors to be tested
• Test method
• …

PTA
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Toolset
• Highly depends on the test characteristic

• Pentest
• Toolset
• Network sniffer/appliances, Access Points, …
• ….

• Phishing/Awareness Simulation
• Phishing Environment
• Bad USBs
• ….

• Physical
• Lock Picks
• Disguise (uniform, cap, car, …)
• …
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Test Methodologies

• Black Box
• Most realistic, but time 

consuming and therefor often 
less efficient

• Grey Box
• Some internal knowledge

• White Box
• Full disclosure of 

infrastructure, code, ….

https://asmed.com/black-box-grey-box-white-box-testing/
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Pen testing Frameworks
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Relevant Frameworks

• STRIDE
• MITRE ATT&CK
• OWASP 
• OSSTMM
• NIST
• PTES
• ISSAF
• CREST
• …
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STRIDE

• Model for Threat Modelling

• Developed by Microsoft

•Spoofing

•Tampering

•Repudiation

• Information Disclosure

•Denial of Service

•Elevation of Privilege
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STRIDE (2)
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Threat Modelling

• Identify, communicate and 
understand threats and mitigations 

• Decryption of the subject to be 
modeled

• Assumptions 
• Identity potential threats to the 

environment/systems
• Mitigation actions for each threat
• Validation and monitoring of the 

taken mitigations

https://learn.microsoft.com/en-us/azure/security/develop/threat-modeling-tool-getting-started
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MITRE Attack Framework

https://attack.mitre.org/
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MITRE Attack Framework (2)

• Provides a collection of techniques
• 14 categories

• 1 = > Reconnaisance
• 1.1 Active Scanning

• 1.1.1 Scanning IP Blocks

• Examples

• Mitigations

• Detections

• References
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OWASP – Web Security Testing Guide

• Version 4.2
• https://owasp.org/www-

project-web-security-
testing-guide/

• 465 pages
• 12 subcategories

• Information gathering

• Input validation testing

• Client-side testing

• API testing

• ….

https://owasp.org/www-project-web-security-testing-guide/
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OWASP – Web Security Testing Guide (2)

• Summary

• How to test

• Remediation

• Tools

• References

• Cheat sheets
• SQLi, Input Validation, Database Security, ….
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Reporting
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Reporting

• Note taking
• Document full attack path
• Make screenshots, copy commands, ..
• Backup used exploits, attack strings,…

• Reporting
• Vulnerability Rating
• Proof of Concept (PoC)
• Recommendations & Prioritization
• Vulnerability Management
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Note Taking Tools

• OneNote

• Cherrytree
• https://github.com/giuspen/cherrytree 

• Sublime
• https://www.sublimetext.com/ 

• OBSIDIAN
• https://obsidian.md/ 

• Tusk
• https://github.com/klaudiosinani/tusk 

• …

https://github.com/giuspen/cherrytree
https://github.com/giuspen/cherrytree
https://www.sublimetext.com/
https://www.sublimetext.com/
https://obsidian.md/
https://obsidian.md/
https://github.com/klaudiosinani/tusk
https://github.com/klaudiosinani/tusk
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Reporting

• Example Reports:
• https://docs.syslifters.com/p/pentesting-

in-oesterreich/ 

https://docs.syslifters.com/p/pentesting-in-oesterreich/
https://docs.syslifters.com/p/pentesting-in-oesterreich/
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OSINT Tools
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OSINT

• Open Source + Intelligence

• Using publicly available information to gain insights on target
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Active Vs. Passive Reconnaissance

• Passive = no direct interaction with the target

• Active = direct interaction with target system (e.g. portscan)
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OSINT Tools

• Google Hacking

• Shodan

• OWASP Amass

• Whois & IP information

• dnsdumpster

• GitHub, Pastebin, …

• Wigle https://wigle.net/tools
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Google Hacking/Dorking

• Using specific search 
parameters to find security 
related resources

• https://www.exploit-
db.com/google-hacking-
database  

https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
https://www.exploit-db.com/google-hacking-database
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https://www.exploit-db.com/google-hacking-database


APPLIED COMPUTER SCIENCES

12.11.2025 34Gebeshuber/Temel

Google Hacking Example

• Try: 
• intitle:"Index of" htpasswd
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Google Hacking Example (2)
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Google Hacking Example (3)

• c
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Shodan
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OWASP Amass

• https://github.com/owas
p-amass/amass 

• Network mapping of 
attack surface

• External asset discovery

• Using open source 
information gathering & 
active reconnaissance 
techniques

https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
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OWASP Amass (2)

(https://github.com/owasp-amass/amass) 

https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
https://github.com/owasp-amass/amass
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OWASP Amass (3)

• Docker
• Docker CLI

• docker pull caffix/amass

• docker run -v OUTPUT_DIR_PATH:/.config/amass/ caffix/amass enum -d fh-joanneum.at

• Docker Desktop



APPLIED COMPUTER SCIENCES

12.11.2025 41Gebeshuber/Temel

OWASP Amass (3)
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dnsdumpster

• https://dnsdumpster.com/ 

• DNS recon

https://dnsdumpster.com/
https://dnsdumpster.com/
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OSINT as a Service

https://www.os-surveillance.io/#choose-plan
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Hands-On 1

KALI & LazySysAdmin - Setup
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LAB Setup

• Self hosted:
• Install Virtualbox

• https://www.virtualbox.org/

• Get the KALI & lazySysAdmin Image from
• https://www.kali.org 
• https://www.vulnhub.com/entry/lazysysadmin-1,205/ 

• Import VM to Virtual Box
• Configure Network adapter 

• FHJ Lab Machines:
• Start Virtual Box
• Start Kali VM
• Start lazySysAdmin VM

https://www.virtualbox.org/
https://www.virtualbox.org/
https://www.kali.org/
https://www.kali.org/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
https://www.vulnhub.com/entry/lazysysadmin-1,205/
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Import Appliance



APPLIED COMPUTER SCIENCES

12.11.2025 47Gebeshuber/Temel

Import Appliance(2)
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Virtual Box Network configuration

• Host-Only Adapter 
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DHCP configuration
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Hands-On 
LazySysAdmin
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LazySysAdmin

• Identify starting points (Ports/Services)

• Enumerate each path (Service/Software version)

• Use correct tools
• Port 80:    Browser
• Port 139 & 445:   smbclient

• Try default/blank credentials

• Try found users

• Brute force commonly used passwords   rockyou.txt

• Find the flag stored in proof.txt 
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Basic Attack Path

• Try to gain access to the system (shell)

• Privilege Escalation => become root

• Get the flag
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LazySysAdmin

Walkthrough
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Reconnaissance

$ sudo netdiscover

$ sudo netdiscover -r address/24

Windows Host-Only Adapter

LazySysAdmin

DHCP
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Enumeration Service/version info

$ nmap 192.168.56.108

$ nmap -sV 192.168.56.108
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Port 80
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Port 80 – Explore Directories 

$ dirb http://192.168.56.108 

• Many interesting directories
• Wordpress

• Old

• Test

• ….

http://192.168.56.108/
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http://192.168.56.108/wordpress

Maybe a valid 
username?
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Port: 139 & 445

• Samba Network Share (SMB)

$ smbclient –L 192.168.56.108

Get a list of shares on 
the client
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Check the shares:

$ smbclient '\\192.168.56.108\share$'
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Look for information disclosure
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wp-config.php
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Test found credentials on DB
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Let’s try the same credentials for SSH
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Trying to brute force SSH login

$ hydra -l togie -P /usr/share/wordlists/rockyou.txt ssh://192.168.56.108
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Verifying
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Privilege Escalation

$ sudo -l
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Get the flag
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Q & A
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Q & A
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DIGITALISIERUNG IST EASY

für mehr Informationen zu Veranstaltungen, Digitalisierung 
und Innovation.

Folgen Sie uns
www.dih-sued.at
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