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Bug Bounty Programme
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• White Hat Hacking
• Legal Aspects
• Testing Frameworks
• Bug Bounty Programs

Agenda
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White Hat Hacking
Security Testing
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• Limited testing time - pay per time
• Find as much vulnerabilities as possible
• Automated vulnerability scanning
• Breadth/Wide testing
• Different attack vectors
• Analyze individual systems

• Result: 
– Overview of the current security situation of the company
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Vulnerability Assessment
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• Definition of a worst-case scenario
• Limited testing time - pay per time
• Automated testing
• Manual testing
• Scan in depth
• Search for new, unknown vulnerabilities

• Result: 
– Verification of existing security measures
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Penetration Test

INTERNETINTERNET



www.fh-joanneum.at

• Goal: e.g. access to confidential data
• Free choice of tools, methods, time
• Search for different way to the target
• Realistic scenario
• Training of the Blue Team in their own environment
• Activities under the radar
• Result: 

– Verification of the entire security concept

• Purple Teams – Red & Blue teams work together
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Red Team Assessment
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Testing Methodologies
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Automated vs. Manual testing

• Manual
– ping
– traceroute
– nmap
– netdiscover
– Wireshark
– Web Browser
– Web Proxies
– Toolsets: impacket, …

• Automated
– Nessus
– OpenVas
– Nikto
– …
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• OSSTMM – Open Source Security Tesing
Methodology Manual

• https://www.isecom.org/OSSTMM.3.pdf
• Version – 3 Free download

Testing Frameworks
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Legal aspects
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• It is forbidden to test computer systems not 
owned by you!

• You need a contract with the customer
• You need a PTA – Permission to Attack

– IP – Range to test – Everything else is OUT OF SCOPE!
– Testing period
– Source addresses from which the test is carried out

Legal aspects
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Free Hacking
Bug Bounty Programs
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• Bug Bounty Programs
– You get paid per bug not testing time!

• Bug Bounty Platforms
– HackerOne
– BugCrowd
– BountyFactory
– YesWeHack
– Intigrity
– …
– Big companies host their own programs
– Public vs. Private programs
– Payed vs. VDP programs
– OnDemand programs

Free (legal) „Hacking“
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HackerOne
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BugCrowd
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• Ranking - Example
– Bugcrowd‘s Vulnerability Rating Taxonomy

Free „Hacking“

https://bugcrowd.com/vulnerability-rating-taxonomy
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• WAF bypass
• Open redirects / Lack of security speedbump when leaving the site
• Internal IP address disclosure
• Accessible Non-sensitive files and directories (e.g. README.TXT, CHANGES.TXT, robots.txt, .gitignore, etc.)
• Social engineering / phishing attacks
• Self XSS
• Text injection
• Email spoofing (including SPF, DKIM, DMARC, From: spoofing, and visually similar, and related issues)
• Descriptive error messages (e.g., stack traces, application or server errors, path disclosure)
• Fingerprinting/banner disclosure on common/public services
• Clickjacking and issues only exploitable through clickjacking
• CSRF issues that don't impact the integrity of an account (e.g., log in or out, contact forms and other publicly accessible forms)
• Lack of Secure and HTTPOnly cookie flags (critical systems may still be in scope)
• Lack of rate limiting
• Login or Forgot Password page brute force, account lockout not enforced, or insufficient password strength requirements
• HTTPS mixed content scripts
• Username / email enumeration by brute forcing / error messages (e.g., login /signup / forgotten password)
• Exceptional cases may still be in scope (e.g., ability to enumerate email addresses via incrementing a numeric parameter)
• Missing HTTP security headers
• TLS/SSL Issues, including BEAST BREACH, insecure renegotiation, bad cipher suite, expired certificates, etc.
• Denial of Service attacks
• Out-of-date software
• Use of a known-vulnerable component (exceptional cases, such as where you are able to provide proof of exploitation, may still be in 

scope)
• Physical attacks against Facilities / Property
• Relay or RollJam attacks pertaining to the keyfob, NFC card, and/or phone-as-key

Scope vs. out of scope
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• When conducting vulnerability research according to this policy, we consider 
this research to be:

• Authorized in accordance with the Computer Fraud and Abuse Act (CFAA) 
(and/or similar state laws), and we will not initiate or support legal action 
against you for accidental, good faith violations of this policy;

• Exempt from the Digital Millennium Copyright Act (DMCA), and we will not bring 
a claim against you for circumvention of technology controls;

• Exempt from restrictions in our Terms & Conditions that would interfere with 
conducting security research, and we waive those restrictions on a limited basis 
for work done under this policy; and

• Lawful, helpful to the overall security of the Internet, and conducted in good 
faith.

• You are expected, as always, to comply with all applicable laws.
• If at any time you have concerns or are uncertain whether your security research 

is consistent with this policy, please inquire via support@bugcrowd.com before 
going any further.

Safe Harbor
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Thank you!
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