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Aktuelle Bedrohungen aus der Cyberwelt für die 
kritische Infrastruktur Wasserversorgung

Digitalisierung vergrößert die Angriffsfläche für Cyberattacken

Wasserversorgungsunternehmen bleiben davon nicht verschont

Art der Bedrohung und Methoden ändern sich laufend und werden komplexer

Agenda ïTeil 1

Motivation und Fallbeispiele: Cyberangriffe auf die Wasserversorgung

Welche Angriffsmethoden und Ziele stecken dahinter?

Schäden durch Cyberangriffe

Stand der Forschung in Sachen Cybersichere Wasserversorgung

ïÜberblick Forschungsprojekte

Was kann die Forschung leisten und wie profitieren Sie davon?
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Forschungsgruppe Cyber Security and Defence

Security-by-
Designςsafety and 
security of AI systems; 

AI based security 
testing

Security-at-
runtimeςincident 
detection based on AI 

Cyber Defenceς
analysis and incident 

detection
C4ISR applications

Foto: JOANNEUM RESEARCH

AI@CSD
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Motivation

Source: KPMG ςCyber Security in Österreich2022; https:// home.kpmg/at/de/home/insights/2022/05/cyber-security-oesterreich-2022.html

https://home.kpmg/at/de/home/insights/2022/05/cyber-security-oesterreich-2022.html
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Motivation

Das Bedrohungspotential steigt

Die Konsequenzen für Organisationen 

können katastrophal sein

Die offensichtlichste Folge von 

Cyberattacken ist finanzieller Schaden, 

entweder als Folge von Betrug, 

Erpressung und Lösegeldzahlung, 

Strafzahlungen oder Verdienstentgang

und Verlust von Erlöschancen

Im Jahr 2021 stiegen die Kosten von 

Datendiebstahl von 3,86 Millionen auf  

4,24 Millionen US$

Source: https:// www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach

Sources:  EY How to manage cyber risk with a Security by Design approach
IBM Cost of a Data Breach Report 2021
EY Global Information Security Survey 2021

https://www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach
https://www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach
https://www.ibm.com/security/data-breach
https://www.ey.com/en_vn/ey-global-information-security-survey-2021#:~:text=The%20EY%20Global%20Information%20Security,threats%20unleashed%20by%20COVID%2D19.
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Motivation

Cybersecurity Markt ïkomplex und 

durch Krisen getrieben

Organisationen haben damit zu kämpfen, 

eine klare, nachhaltige und effiziente 

Sicherheitsfunktion aufrecht zu erhalten

Viel zu viel Organisationen haben einen 

rein reaktiven Zugang zur Cybersecurity

EY Global Information Security Survey 

deckt auf, dass 65% der Unternehmen 

sich mit Cybersecurity erst dann 

beschäftigen, wenn es bereits zu spät 

ist

Sources:  EY How to manage cyber risk with a Security by Design approach
IBM Cost of a Data Breach Report 2021
EY Global Information Security Survey 2021

Source: https:// www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach

https://www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach
https://www.ibm.com/security/data-breach
https://www.ey.com/en_vn/ey-global-information-security-survey-2021#:~:text=The%20EY%20Global%20Information%20Security,threats%20unleashed%20by%20COVID%2D19.
https://www.ey.com/en_gl/consulting/how-to-manage-cyber-risk-with-a-security-by-design-approach
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Motivation

Source:  EY Global Information Security Survey 2021

https://www.ey.com/en_vn/ey-global-information-security-survey-2021#:~:text=The%20EY%20Global%20Information%20Security,threats%20unleashed%20by%20COVID%2D19.
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Quelle: https://www.spiegel.de/netzwelt/web/bsi-bericht-hacker-legten-deutschen-hochofen-lahm-a-1009191.html

Quelle: https:// www.trendmicro.com/vinfo/us/security/news/cyber-attacks/triton-wielding-its-trident-new-
malware-tampering-with-industrial-safety-systems

Quelle: https://www.heise.de/newsticker/meldung/WannaCry-Was-wir-bisher-ueber-
die-Ransomware-Attacke-wissen-3713502.html

Quelle: https://www.bbc.com/news/technology-37859678

Quelle: https://www.kaspersky.co.in/blog/shock-at-the-wheel-your-jeep-can-be-hacked-while-driving-
down-the-road/5058/

https://www.spiegel.de/netzwelt/web/bsi-bericht-hacker-legten-deutschen-hochofen-lahm-a-1009191.html
https://www.trendmicro.com/vinfo/us/security/news/cyber-attacks/triton-wielding-its-trident-new-malware-tampering-with-industrial-safety-systems
https://www.heise.de/newsticker/meldung/WannaCry-Was-wir-bisher-ueber-die-Ransomware-Attacke-wissen-3713502.html
https://www.bbc.com/news/technology-37859678
https://www.kaspersky.co.in/blog/shock-at-the-wheel-your-jeep-can-be-hacked-while-driving-down-the-road/5058/
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Cyberattacken Fallbeispiele

SolarWinds

Supply Chain Attacke: Angreifer fügten Malware in die 

Orion-Softwareupdate-Plattform des Anbieters ein. Ab 

März 2019 waren 18.000 Kunden bedroht und etwa 100 

Unternehmen in den Vereinigten Staaten und die 

Netzwerke von neun Bundesbehörden kompromittiert.

A1 Telekom

von November 2019 bis Mai 2020 

EasyJet (2020)

9 Million Kunden betroffen, 2208 Kunden verzeichneten 

Kredit- oder Bankomat-kartenzugriffe.

REvil verlangte $50 Millioen Lösegeld: 

Im April 2021 traf die russische Ransomware-as-a-service 

gang REvil den Apple Zulieferer Quanta mit einer $50 Million 

Ransomware-Attacke.

Colonial Pipeline

Im Mai 2021griff die kriminelle Gruppe DarkSide das IT 

System von Colonial Pipeline an. Die Folge war ein 

tagelanges Zusammenbrechen der Treibstoffversorgung an 

der US Ostküste. Colonial Pipeline bezahlte $4,4 Million 

Lösegeld.

Kaseya

Kurz nachdem $11 Million vom Fleischverarbeter JBS durch 

eine Ransomeware-Attacke erpresst worden waren, forderte 

REvil $70 Million von Kaseya, was die höchste 

Lösegeldforderung bisher darstellt.

YOU HAVE BEEN 
HACKED!
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Cyberangriffeauf die 
Wasserversorgung
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Cyberangriffe ðDas Schlachtfeld 

Digitalisierung

Klassische Cybersicherheitslösungen werden zunehmend ausgehebelt

Antreiber: Beschleunigte Digitalisierung

Der Fokus verschiebt sich

IT-Netzwerk: Intrusion detection (war einmalé)

Die Cybersecurity Front bewegt sich nun in Richtung kritischer Infrastruktur

Große Zahl von Menschen und Industrien sind betroffen: Energiesystem, 

Wasserversorgung, Kommunikation, Transport, Gesundheitswesen, usw.
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Digitalisierung der Wasserversorgung

Übergang von traditionell physischer Infrastruktur zu einem

cyber-physischen System (CPS)

CPS integrieren physikalische Prozesse, Computerrechenleistung und 

Netzwerktechnik, um den Betrieb des Systems zu überwachen und zu steuern

Physische Anlagen (Leitungen, Pumpen, Ventile) werden vernetzt und mittels

IoT Geräte gesteuert; sie werden Teil sog. Industrial Control Systems (ICS)

Diese Entwicklung ist zwangsläufig mit der Schaffung neuer Schwachstellen 

und der Vergrößerung der Angriffsfläche verbunden, was die Sicherheit 

(Safety and Security) solcher Systeme neuen und erst entstehenden 

Bedrohungen aussetzt 
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(In)Famous cyber attacks on water treatment facilities

Still concentrated on the 

limited number of geo 

locations (USA, Australia, 

Israel), buté

2021 Ÿ a reported attack 

on water treatment 

infrastructure in Norway

Source: https://www.stormshield.com/news/twenty-years-of-cyber-attacks-on-the-world-of-water/

Cyber attacks on water Ÿ a weapon of destabilization between countries, public health...

Evident increase in the cyber-attack attempts targeting water distribution systems

https://www.stormshield.com/news/twenty-years-of-cyber-attacks-on-the-world-of-water/
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Attack #1 (2000) : A wastewater treatment plant in the 
Shire of Maroochy, Australia

When: March and April 2000

Where: Maroochy sewage treatment 

plant in Australia

Who: Former technical contractor

Why: His application for employment was 

rejected

Source: https://www.theregister.com/2001/10/31/hacker_jailed_for_revenge_sewage/

https://www.theregister.com/2001/10/31/hacker_jailed_for_revenge_sewage/
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Attack # 1 (2000) : A wastewater treatment plant in the 
Shire of Maroochy, Australia

Objectives/Goal: Cause damage

How:

Attacker hijacked the activity of several pumps by sending spurious commands

One of the pumps stopped working, causing wastewater to be discharged into the 

seabed

Allegedly had 46 attempts to hack the factoryôs information systems, without ever 

being detected

Damage: poisoning local flora and fauna, and creating foul odors in the 

surrounding area...
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Attack #2 (2007) : A canal system in California (USA )

When: August 2007

Where: California canal system (TCAA, 

Tehama Colusa Canal Authority in 

Willows)

Who: Former employee

Why: Not clear

Source: https:// www.computerworld.com/article/2540235/insider-charged-with-hacking-california-canal-system.html

https://www.computerworld.com/article/2540235/insider-charged-with-hacking-california-canal-system.html
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Attack #2 (2007) : A canal system in California (USA)

Objectives/Goal: ñthe attacker intentionally caused damage without 

authorization to a protected computer"

How:

Installing unauthorized software on a computer used to divert water from the 

Sacramento River for irrigation purposes

An installation damaged the computer, part of the SCADA system

Damage: the intrusion cost the TCAA more than $5,000 in damages
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Attack #3 (2013) : A drinking water plant in Georgia 
(USA)

When: April 2013

Where: The drinking water facility of a 

small town in North Georgia

Who: Not clear, but according to 

management former employees could still 

have keys or passes they did not know 

about...

Why: Not clear
Source: https://www.stormshield.com/news/twenty-years-of-cyber-attacks-on-the-world-of-water/#undefined

https://www.stormshield.com/news/twenty-years-of-cyber-attacks-on-the-world-of-water/#undefined
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Attack #3 (2013) : A drinking water plant in Georgia 
(USA)

Objectives/Goal: cause damage

How:

No doors or windows were broken into, the attackers are thought to have got into 

the station over the barbed wire before gaining access to the monitoring system

They changed the fluorine and chlorine settings

Damage: the management company had to advise the 400 residents not 

to use the tap water for a few days
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Attack #4 (2016) : A public provider in Michigan (USA)

When: April 2016

Where: Lansing Board of Water & Light 

(BWL) ïMichigan utility provider

Who: Not clear

Why: Money extortion

Source: https:// www.govtech.com/security/ransomware-attack-on-michigan-utility-provider-highlights-organizational-
vulnerabilities.html

https://www.govtech.com/security/ransomware-attack-on-michigan-utility-provider-highlights-organizational-vulnerabilities.html
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Attack #4 (2016) : A public provider in Michigan (USA)

Objectives/Goal: Money extortion by locking down supporting systems

How:

An employee allegedly clicked on a malicious email attachment

The attack did not affect the water and electricity distribution systems, but the 

ransomware made some of BWLôs operations unavailable, including phone lines 

and customer service

Damage: The directors then chose to pay the ransom demanded by the 

cyber criminals in order to resume normal business operations
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Attack #5 (2018) : A distribution company in North 
Carolina (USA) ðhacked twice

When: October 2018

Where: Onslow Water and Sewer 

Authority (ONWASA), located in 

Jacksonville, North Carolina

Who: ONWASA said ñcyber criminalsò 

had carried out the attack, ñwho may be 

based in a foreign country.ò 

Why: Money extortion

Source: https:// www.onwasa.com/DocumentCenter/View/3701/Scan-from-2018-10-15-08_08_13-A
https://www.cyberscoop.com/ransomware-hits-onwasa-computer-network-north-carolina-water-utility/

https://www.onwasa.com/DocumentCenter/View/3701/Scan-from-2018-10-15-08_08_13-A
https://www.cyberscoop.com/ransomware-hits-onwasa-computer-network-north-carolina-water-utility/
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Attack #5 (2018) : A distribution company in North 
Carolina (USA) ðhacked twice

Objectives/Goal: Money extortion by locking down supporting systems

How:

On 3 October, the Emotet ransomware was reported to have spread through the companyôs 

information systems, followed by the Ryuk ransomware around ten days later

The attack has left the utility operating with limited computer capabilities, with workers 

setting up accounts and fulfilling service orders manually

Allegedly customer information wasnôt compromised, and the incident did not affect the 

safety of the water supply

Damage: ONWASA vowed not to pay any ransom and to instead ñundertake the 

painstaking process of rebuilding its databases and computer systems from the 

ground up.ò
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Attack #6 (2019) : A distribution company in Kansas 
(USA)

When: March 2019

Where: Public water utility in 

Ellsworth County, Kansas

Who: Former employee

Why: Damage

Source: https:// duo.com/decipher/kansas-water-utility-attack-underscores-security-limitations-in-municipalities

https://duo.com/decipher/kansas-water-utility-attack-underscores-security-limitations-in-municipalities
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Attack #6 (2019) : A distribution company in Kansas 
(USA)

Objectives/Goal: Damage by tempering with water disinfectant levels

How:

The perpetrator allegedly took control of the companyôs information systems 

remotely to shut down the processes behind the facilityôs cleaning and disinfecting 

procedures

The former employee had previously worked on the factoryôs monitoring systems 

and his access had not been revoked when he left the company

Damage: A representative with the Ellsworth County Rural Water District 

said the incident did not have an impact on customers
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Attack #7 (2020) : Pumping stations and treatment 
facilities (Israel)

When: April 2020

Where: Several pumping stations and 

wastewater treatment facilities in 

Israel

Who: Cyber criminals suspected of 

being affiliated with the Iranian regime

Why: Damage

Source: https:// www.i24news.tv/fr/actu/international/moyen-orient/1590989473-cyberattaque-l-iran-aurait-tente-d-augmenter-le-
niveau-de-chlore-dans-les-systemes-israeliens-d-approvisionnement-en-eau-media

https://www.i24news.tv/fr/actu/international/moyen-orient/1590989473-cyberattaque-l-iran-aurait-tente-d-augmenter-le-niveau-de-chlore-dans-les-systemes-israeliens-d-approvisionnement-en-eau-media
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Attack # 7 (2020) : Pumping stations and treatment 
facilities (Israel)

Objectives/Goal: Damage by tempering with water disinfectant levels

How:

The attackers attempted to increase the level of chlorine in some of the water 

supply systems that supply part of the Israeli population

"This is a complex attack that was close to succeeding, and it is unclear how and 

why it failed," according to officials

Damage: The government is reported to have quickly countered, 

prompting all the water and energy infrastructures in the country to change 

the passwords to all their SCADA systems

ñIn the worst-case scenario, hundreds of civilians could have fallen illò
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Attack #8 (2020) : Water pumps (Israel ) ðtwo attacks

When: June 2020

Where: Agricultural water pumps in 

the Galilee region and a water supply 

system in the province of Mateh

Yehuda

Who: Not clearé

Why: Damage

Source: https://www.zdnet.com/article/two-more-cyber-attacks-hit-israels-water-system/

https://www.zdnet.com/article/two-more-cyber-attacks-hit-israels-water-system/
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Attack #8 (2020) : Water pumps (Israel ) ðtwo attacks

Objectives/Goal: Damage by tempering with water disinfectant levels

How:

Details of the attack were not released, but it is believed that, once again, the cyber 

criminals attempted to alter the quality of the water by changing the chlorine levels 

Damage: Officials said the attacks didn't cause any damage to the attacked 

organizations

ñThe attack on Israel's water utility seems, however, to have been an important 

moment between the two countries, as it also marked the start of a series of 

mysterious accidents and explosions detected across Iran's critical infrastructure 

-- such as petrochemical plants, nuclear fuel enrichment centers, power 

plants, ports, and more.ò
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Attack #9 (2020) : A recycled water reservoir (Israel )

When: December 2020

Where: Israeli reclaimed water 

reservoir

Who: Iranian threat-actor, named 

ñUnidentified TEAMò

Why: Damage

Source: https://www.otorio.com/blog/what-we-ve-learned-from-the-december-1st-attack-on-an-israeli-water-reservoir/

https://www.otorio.com/blog/what-we-ve-learned-from-the-december-1st-attack-on-an-israeli-water-reservoir/
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Attack #9 (2020) : A recycled water reservoir (Israel)

Objectives/Goal: Damage

How:

According to the cyber criminals, the HMI (Human Machine Interface) system could 

be accessed from the Internet without any authentication required

Allowing any malicious individual to take control of certain parameters such as the 

temperature or pressure of the water

Damage: Reputation damage, further damage not known

2020 ïñAnnus horribilis in Israelò
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Attack #10 (2021) : Wastewater treatment plants in San 
Francisco (USA)

When: January 2021

Where: Local water treatment facility, 

San Francisco Bay area of California

Who: Not known

Why: Not known

Source: https:// www.nbcnews.com/tech/security/hacker-tried-poison-calif-water-supply-was-easy-entering-password-rcna1206

https://www.nbcnews.com/tech/security/hacker-tried-poison-calif-water-supply-was-easy-entering-password-rcna1206
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Attack #10 (2021) : Wastewater treatment plants in San 
Francisco (USA)

Objectives/Goal: Damage

How:

An attacker reportedly took control of a local water treatment facility and deleted 

computer programs involved in the treatment of drinking water

Initial indications are that the cyber criminal hacked into the plantôs systems using 

the credentials of former employees, which were used to connect to the 

TeamViewer remote control software

The hack wasn't discovered until the following day, and the facility changed its 

passwords and reinstalled the programs

Damage: "No failures were reported as a result of this incident, and no 

individuals in the city reported illness from water-related failures"



36

Attack #11 (2021) : Wastewater treatment plant in 
Florida (USA)

When: February 2021

Where: Local water treatment facility, 

in the town of Oldsmar, Florida

Who: Not known

Why: Not known

Source: https://www.industrialdefender.com/florida-water-treatment-plant-cyber-attack/

https://www.industrialdefender.com/florida-water-treatment-plant-cyber-attack/
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Attack #11 (2021) : Wastewater treatment plant in 
Florida (USA)

Objectives/Goal: Damage

How:

The attackers reportedly collected TeamViewer login credentials shared by several 

employees, and then exploited flaws present within a Windows 7 operating system

This intrusion would have allowed the cyber criminals to significantly increase the 

level of sodium hydroxide making the drinking water extremely toxic

Damage: Luckily, facility staff were able to quickly get the situation under 

control and save some 15,000 Oldsmar residents from being poisoned

Thereôs an old saying in the American West: ñWhiskey is for drinking; water 

is for fighting.ò
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Attack #12 (2021) : Water treatment infrastructure 
(Norway)

When: May 2021

Where: Norwegian company that 

equips several water treatment 

facilities with applications and 

software

Who: Not known

Why: Not known

Source: https:// www.wsj.com/articles/energy-tech-firm-hit-in-ransomware-attack-11620764034

https://www.wsj.com/articles/energy-tech-firm-hit-in-ransomware-attack-11620764034
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Attack #12 (2021) : Water treatment infrastructure 
(Norway)

Objectives/Goal: Money extortion

How:

Have fallen victim to the Ryuk ransomware 

The ransomware spread to the information systems of 200 public water suppliers 

in the country, Volueôscustomers. 

Several customer front-end platforms were reportedly impacted and the company 

quickly put in place means to isolate and then restore the infected systems, thereby 

limiting the impact on its customers

Damage: Not known
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Timeline of attacks

USA

Israel

Australia

EU

USA

USA

USAUSAUSA
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Wissenschaftliche
Projekteim Bereich
Wasserversorgung
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Forschungsthemen

Leckagekennung

Smart metering

Digitalisierung

Nachhaltigkeit / Kreislaufwirtschaft

Cybersecurity
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Leckage Vorbeugung / Erkennung

SWAMP ïSmart Water Management Platform, H2020 (2017-2020)

IoT based methods and approaches for smart water management in precision 

irrigation domain

Pilots - Italy, Spain, and Brazil

Automation, drones, IoT, Big Data,Cloud/Fog, é

SMARTWATER4EUROPE, FP7 (2014-2017)

Demonstration of integrated smart water supply solutions at 4 sites across Europe

Demo sites - Vitens, Acciona,Thames Water and Lille University

Leak detection, water quality management, energy optimization, customers 

interaction

http://swamp-project.org/
https://cordis.europa.eu/project/id/777112
https://sw4eu.com/
https://cordis.europa.eu/project/id/619024
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Smart metering

SMART.MET, H2020 (2017-2022)

Drive the development of new technologies to deal with the collection and 

management of smart metering data, through a joint Pre-Commercial Procurement 

(PCP)

Led by a group of 7 water utilities: Viveraqua (Verona, IT), Promedio (Badaroz SP), 

Eau de Paris (Paris FR), SDEA (Bas-Rhin FR), CILE (Liege BE), Vizmuvek

(Budapest HU), Hydrobru (Brussels Vivaqua BE)

http://www.smart-met.eu/
https://cordis.europa.eu/project/id/731996
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Digitalisierung

NAIADES, H2020 (2019-2022)

Smart Water Management for the Sustainable Development Goals

Supports the modernization and digitization of the water sector by providing a holistic 

solution for the control and management of water ecosystems

Takes into consideration issues pertaining to cost, safety, complexity, vulnerability, 

societal acceptance, user behaviour and ethics

Pilots: Ville de Carouge (Switzerland), Alicante (Spain), BrŁila(Romania)

AQUA3S, H2020 (2019-2022)

Create strategies and methods enabling water facilities to easily integrate solutions 

regarding water safety and security

Detect and tackle water-related crises

Sensor networks supported by UAVs, satellite images, social media observations

Pilots: Italy, France, Belgium, Cyprus, Greece, Bulgaria

https://naiades-project.eu/about-the-project
https://cordis.europa.eu/project/id/820985
https://aqua3s.eu/the-project
https://cordis.europa.eu/project/id/832876
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Nachhaltigkeit / Kreislaufwirtschaft

WATER-MINING, H2020 (2020-2024)

Next generation water-smart management systems: large scale demonstrations for a 

circular economy and society

Mining water & resources from desalination brines, urban & industrial wastewater streams

B-WaterSmart, H2020 (2020-2024)

Accelerating Water Smartness in Coastal Europe

Demo sites ïAlicante (Spain), Bodo (Norway), East Frisia (Germany), Flanders 

(Belgium), Lisbon (Portugal), Venice (Italy) 

Project-O, H2020 (2018-2022)

Developing practical tools for a circular water economy

Pilots: Italy, Israel, Spain, Croatia

https://watermining.eu/
https://cordis.europa.eu/project/id/869474
https://b-watersmart.eu/
https://cordis.europa.eu/project/id/869171
https://www.eu-project-o.eu/
https://cordis.europa.eu/project/id/776816
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Cybersecurity

STOP-IT, H2020 (2017-2021)

Strategic, Tactical, Operational Protection of water Infrastructure against cyber-physical 

Threats

Pilots: Aigües de Barcelona (ES), Berliner Wasserbetriebe (DE), MEKOROT (IL) and Oslo 

VAV (NO)

mature technologies improved via their combination and embedment (incl. public warning 

systems, smart locks) and 

novel technologies whose TRL will be increased (incl. cyber threat incident services, 

secure wireless sensor communications modules, context-aware anomaly detection 

technologies; fault-tolerant control strategies for SCADA integrated sensors, high-volume 

real-time sensor data protection via blockchain schemes; authorization engines; irregular 

human detection using new computer vision methods and WiFi and efficient water 

contamination detection algorithms)

creation of a European Water ISAC (Information Sharing and Analysis Centre)

https://stop-it-project.eu/
https://cordis.europa.eu/project/id/740610
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Cybersicherheitin der 
Wasserversorgung@JR-
CSD

















https://www.isacs.eu/
https://stop-it-project.eu/
https://www.waterisac.org/
https://watereurope.eu/
https://watereurope.eu/wp-content/uploads/2020/04/WE-Water-Vision-english_online.pdf







