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Uber mich

#= Martin Fruhmann
s Studium IT & Mobile Security @ FH JOANNEUM

#z Lehrender @ FH JOANNEUM

7)) Netzwerk Technologien
%) Netzwerk Security
M) |T-Security

7)  Penetration Testing
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PayPal
NETFLIX y

We're sorry to say goodbye We need your help

" - 7] Your account has been suspended, as an error was detected in your informations.
Hello, The reason for the error is not certain, but for security reasons, we have suspended

your account temporarily
iTunes let us know that you asked to cancel your

membership. We've cancelled your membership Hi <customer>, We need you to update your informations for further use of your PayPal account.
effective Tuesday, March 21st, 2017.
This is a follow-up regarding your package delivery:

Obviously we'd love to have you back. If you Update your information

change your mind, simply restart your membership  Tracking Number: 0p2uYqSRIho

Fo enjoy gll the best TV shows & movies without The I the abov s ok atthe < ahe

interruption. Please contact your local UPS office and provide the printed delivery sticker, included in this email. You are currently made disabled of :
Please note that in case of a failure to contact your local UPS office within 21 days the parcel will be

returned to sender. Adding a payment method Sending payment
Thanks so much for shipping with UPS. Adding a billing address Accepting payment

We're here to help if you need it. Visit the Help

Center for more info or contact us.

~Your friends at Netflix LS TR = L ALG | B ok

©0: ACCOUNTING DEPARTMENT 1 to this address. For iInmediate answers 1o your questions, visit our
amazon Refund Notification

Ce: TomHeald@strategictax.com~ 1 N. First St,, San Jose, CA 95131

Subject: W2's for All Employees

From Tom Smith Signature: None 3 Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due to errors in your billing

Please send our W2 Tax Documents for all employees to Tom Heald at information

Strategic Tax Consultants. | have cc’d him here.

) REF CODE:2550CGE

We need these documents for a review ordered by the Board of

Directors. You are required to provide us a valid billing address

Please send immediately as we are under a time crunch| Click Here to Update Your Address

Thanks, After your information has been validated you should get your refund within 3
business days

Tom Smith We hope to see you again soon.

CEO Amazon.com
Email ID:

BetterSystems Inc

https://www.edts.com/edts-blog/15-examples-of-phishing-emails-from-2016-2017 4
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Ziele von Angreifern

#s Infektion mit Schadsoftware

7)) Links auf Webseiten mit Schadsoftware
") Infektiose Anhange (z.B. .xls, .doc, .exe)

Request from CEO
Subject: Immediate Wire Transfer

= Abgreifen von Login Daten
") Nachgeahmte Webseiten mit Login Feldern
) Mogliches Abgreifen von MFA Tokens

@ Erpressung, Tauschung, etc
") CEO — Fraud

7)) Afrikanischer Prinz
D) I

http://blog.tempest.com.br/static/attachments/joao-paulo-campello/increase-in-ceo-fraud-attacks-highlights-risks-to-corporate-envs/1.png 5



APPLIED COMPUTER SCIENCES FH ‘JOANNEUM

University of Applied Sciences

Latest on corona-virus - Message (HTML)

Message

World Health Organization: WHO = :

Latest on corona-virus - M BET
ﬂ This miessage was sent with High importance.

£ MyHealth-Ebook.zip
22 KB

@) World Health
Y
b4

g
v L [ |
%Y Organization

Corona-virus npdates

Conceming Corona-virus disease (COVID-19) outbreak, the World Health Organization brings vou the Corona-virus E-Book
and Guide.

Inside this E-Book (My-health), you shall find out the complete research/origin of corona-virus and
the recommended guide to follow to protect yourself and others.

Guidance to protect children and business centre;

This guidance provides critical considerations and practical checklists to keep Kids and business centre safie. It also
advises national and local authorities on how to adapt and implement emergency plans for educational facilities.

Critical preparedness, readiness and response actions for COVID-19;
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Emotet — Phishing Kampagne

s Seit 2014 — zuerst Bank Trojaner
= Letzte Welle 2019
as  Nutzung von alter E-Mail Kommunikation

#u Infektion mit Ransomware

https://blog.malwarebytes.com/botnets/2019/09/emotet-is-back-botnet-springs-back-to-life-with-new-spam-campaign/ 7
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service@intl paypal.com <sendce.epanypei@outiookcom>

Response required

P payPal
Response required.

Ded! o ~wendhun 9,
We emaied you a ittle while ago o ask for your help resolving an issue with your PayPal acceunt.
Your account is still ternporarily limited because we havent heard from you

We naicod some unusual 109 in actiity with your account, Please chock that ne oo has ogged in to
YOUr atecunt Without your permission

To help us with this and to see what you can and can't do with your account unti the issue Is resolved,
log in to your account and go to the Resolution Center.

AS always., # you need help or have any questons, feel free 10 contact us. We're adwvays bede 1o help,
Thank you for being a PayPal customer

Sincerely,
PayPal

Proase 90 0of reply 10 s el Uniomunadody, we e Lradie 5) 1es00nd 00 iuates S40¢8 10 9wt aidress FOor sundde arawers B0 yOur Quisiondg.
serply vl oue Help Cander by cleiing Help® o the Sotioen of sey Pyt page
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Loggen Sie sich bei PayPal ein X + o

C & www.sectesteu | % Inkognito

P PayPal

E-Mail-Adresse oder Handynummer

oder

MNeu anmelden

Kontakt Datenschutz AGE  Weltweit
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Absender tragt einen bekannten Namen University of Applied Sciences
Von: Ihre Sparkasse
An: undisclosed recipients; Verteiler-Liste als Empfanger

Cc:

Betreff: Online Banking Zugang - Dringend! — sl gl =T e b

Sehr geehrter

Kunde,

Komprimierte Datei im Anhang

Unpersonliche Anrede

Bitte beachten Sie, dass Ihr Online-Banking Zugang bald ablduft. Ihr Nutzerkonto wurde

temporer|{gesperrt.

bberlden folgenden Link,lsie konnen die Sperre deaktivieren:

Rechtschreibung, Grammatik,

http://goonswiss.t15.0rg ————
- = Der Link verweist auf eine unbekannte URL

i 'xHier Klicken >>

seltsame Sonderzeichen

Nach Abschluss der Bestatigung wird Ihr Nutzerkonto automatisch freigeschaltet.
Kommen Sie dieser E-Mail innerhalb [14 Tagen nicht nach, ist die Freischaltung nur

Uber den Postweg moglich. Dabei wird eine/Bearbeitungsgebihr in Hohe von|19,95€
fallig, welche wir anschlieBend von Ihrem| Konto ahbuchen|werden*

Respektvoll Druckaufbau und weitere Handlungsaufforderungen
se |

Ihre Sparkas

Untypische Redewendungen

https://www.betrugstest.com/phishidg)
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Phishing — Bosartige Links

-l © Type here to search O

FH ‘JOANNEUM
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nsf6 exploit(multi/k

Paylood opts

@  Exploat: multi/browser/chrome_js windows/x64/meterpreter/reve tcp://116.203.129.59:8080
create_sideeffect rse_tcp

nsf6 exploit(mu rowser/chrome reate_sideeffect) >

Attacker

11






Mobgliche Awareness MalShahmen

=#a Awareness Training Vortrag
7)) Teils schwierige Zielgruppen
") Zeitintensiv
#) Sehr kurze Halbwertszeit im Bezug auf Wissen

VS.

as Aktives Phishing

7)) Relevant fur jeden -> niemand will ,reinfallen”
) Sehr kurz (fir die zu Schulenden)
) Durch praktische Anwendung besser verankert

FH|JOANNEUM

13
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E-Mail Primer

g

o=

MTA

o L g

MTA Relay

Bob
UA: User Agent (z.B. Outlook)
MTA: Mail Transfer Agent (z.B. Office 365)

3

FH|JOANNEUM
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E-Mail Spoofing/Phishing Schutz - Basis

s Sender Policy Framework (SPF)
7)) Definition von validen MTAs fliir sendende Domanen
") Empfanger MTA Uberpruft Eintrag

zs DomainKeys ldentified Mail (DKIM)
") Digitale Signatur jeder E-Mail am sendenden MTA (asymetric Crypto)

#s Domain-based Message Authentication, Reporting and
Conformance (DMARC)

%) Baut auf SPF und DKIM auf
") Definiert Empfehlungen wie der Empfanger MTA mit Mails umgeht

FH|JOANNEUM

16
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E-Mail Spoofing/Phishing Schutz - Advanced

=z Web-Filtering

7)) Unbekannte, oder neue Domanen konnen blockiert werden

s Multi-Factor Authentication
7)) Schutz vor Diebstahl der Logindaten

#= Black-Lists / Malware Checks

%) Schutz vor bekannten schadhaften Webseiten

A

Bei der aufgerufenen Website besteht Phishing-
Verdacht!

Hacker kiinnten auf etwa versuchen, dich zur Installation von Software
o Fur Hl:-r.'gu";g.at:-‘} won Daten wie Passwirtenn, Telefonmummern oder

Kreditkartendetails mu bewegen. Weitere Informationen

U schalte fir grofitmégliche Sicherheit in Chrome das enweiterte Safe Browsing ein

17
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How to phish




‘ APPLIED COMPUTER SCIENCES

Was wird benétigt?

s MTA aka SMTP Server

User Agent

DNS Server

Rickkanal (z.B. HTTP Server)

o ge e

https://twitter.com/smtpcom  https://www.lewisroberts.com/2016/05/28/using-azure-dns-dynamic-dns/  https://duckduckgo.com/i/388b8a3c.png

FH‘

JOANNEUM
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https://www.lewisroberts.com/2016/05/28/using-azure-dns-dynamic-dns/
https://duckduckgo.com/i/388b8a3c.png
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Unser Setup P—
£ RPi3 e \

7)) MTA (SMTP) — exim4

4)) DNS Server - bind Rﬂi— 1 —-
) Offentliche IP R

as Kali Linux PC
") GoPhish
")  Apache2

au Verbindung von RPi und PC via SSH tunneling

https://www.raspberrypi.org/products/

20
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Domain registration “GoDaddy

wr
fh-joaneum.at n Weiter zum Warenkorb

Alle Domains verfiigen Uber grundlegenden Datenschutz. ®

fh—-joanneum.eu oz £6,609
In den Warenkorb
Es gelten Einschrankungen. (& fur das erste Jahr bei einer 2-Jahres-Registrierung
LIS,

i ten Jah "Fh=j " st ei i
im ersten Jahr v "Fh=-joaneum"” ist eindeutig.

\/ .
fh-joaneum.com Domain hinzufiigen zum Preis von:£1,36 Mit grundiegendem Datenschutz

wenn du dich fur mindestens 2 Jahre registrierst. Preis im ersten Jahr €1.36 Weitere Jahre €22 94

In den Warenkorb

21
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UTF-8 Domains

75 UTF-8 Zeichen in Domane

Hey there! X =+

€ 0 A https//www.apple.com

& www.apple.com

Secure Connection

https://www.xudongz.com/blog/2017/idn-phishing/  https://unicode-table.com/en/

T T cyrillic Small Letter le

FH‘

Copy

5 1 Unicode number: [TEER

HTML-code:

JOANNEUM

University of Applied Sciences

i}

1

M

22


https://unicode-table.com/en/
https://www.xudongz.com/blog/2017/idn-phishing/

Provider - DNS

= Alternative zu eigenem DNS

#zs Einfach zu bearbeiten

DNS-Verwaltung

aribus.at

Datensatze

Typ

CNAME

CNAME

MX

NS

NS

SOA

TXT

TXT

TXT

Name

WWW

_domainconnect

@

® @ @ @

default. _domainkey

_dmarc

FH

Wert

91.143.101.212

@
_domainconnect.gd.domaincontrol.com
mail sectest.eu (Prioritat: 1)

nsé3.domaincontrol.com
nsé4.domaincontrol.com
Primarer Nameserver: nsé3. domaincontrol.c

v=spfl a ip4:91.143.101.212 ?all

"v=DKIM1; h=sha256; k=rsa; p=MIIBIjANBgk..

"v=DMARCT; p=none;"

LS

TTL

600 Sekunden

1 5tunde

1 Stunde

1Stunde

1 Stunde

1 Stunde

1 Stunde

1 Stunde

1 Stunde

1 Stunde

SN N

23



| APPLIED COMPUTER SCIENCES FH ‘JOANNEUM

University of Applied Sciences

MxToolBox — Check your DNS
spf:.fh-joanneum.at FalGEG =5

v=spfl ip4:91.229.57.22 ip4:91.229.57.250 ip4:91.229.57.251 ip4:91.118.154.85 include:spf.protection.outlook.com -all

Prefix Type Value PrefixDesc Description
v version spfi The SPF record version
+ ipd 91.229.57.22 Pass Match if IP is in the given range
+ ipd 91.229.57.250 Pass Match if IP is in the given range
+ ipd 91.229.57.251 Pass Match if IP i= in the given range
+ ipd 91.113.154.85 Pass Match if IP iz in the given range
+ include spf.protection.outlook.com Pass The specified domain is searched for an "allow".
all Fail Always matches. It goes at the end of your record.

https://mxtoolbox.com/spf.aspx 24
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@ Gophish Documentation Support Blog [ENIUGILEL

Dashboard

Open-Source Phishing
Framework

Gophish is a powerful, open-source phishing framework that makes it Email Sent

easy to test your organization's exposure to phishing. \_)
(-
For free.

‘ Learn More Recent Campaigns

https://getgophish.com


https://getgophish.com/
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Demo Gophish

O gophish Dashboard Campaigns Users & Groups Email Tem
Results for FH-Demo DPD

Users & Groups
P Export CSV~ [F8 Complete

Email Templates

Campaign Timeline

Landing Pages
Tuesday, Dec 03 1:19:15 pm

Event: Campaign Created
Email:

Sending Profiles

Account Settings

User Management D 13:19:15.500
Email Sent EmailOpened Clicked Link

User Guide

API Documentation 1 0

26
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M365 — Attack Simulation

s Verfugbar in

") Microsoft 365 E5
M) or Microsoft Defender for Office 365 Plan 2

== Einfach zu verwenden / auszuwerten

#s  Oft bereits im Paket enthalten

Credential Harvest
Social Engineering

Microsoft landing page

Attack technigue goal
Target supplies username and password.

Description
n this type of technigue, a malicious actor creates a message, with a
URL in the message. When the target clicks on the URL within the
message, they are taken to a website, the website often shows input
boxes for luring the target to submit their username and password.
Typically, the page attemnpting to lure the target will be themed to
represent a well-known website to baild trust in the target

Simulation steps

5tep 1: User opens the email payload

Step 2: User clicks the link in email payload

I
Li
k) Step 3: User enters credentials in form on website

Learn about MITRE technigue




Ergebnisse - Allgemein

= ,Schlechte” — Phishing Mail

~5-30%

as Personalisierte Phishing Mail

~10-60%

FH|JOANNEUM

28



Ergebnisse — Erneute Uberprifung

=z Personalisierte Phishing Mail — Wellel

~44%

zs Nach 2 Monaten Welle 2

~27%

FH|JOANNEUM

Y

29
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Probleme

as GrolRe Kampagnen #s UTF-8 Unterstltzung
") Sende / Empfangs Limits

zs Ruckkanal Uber ID

1) Alternativer Webserver

") Erstellen von Error Requests
7)) DNS Abfragen
2) I

=s intelligente” Spam Filter

30
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Fragen?
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